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l. PREFACE

In 1977, the House Conmittee on CGovernment Operations issued
the first Citizen's Guide on howto request records from federal
agencies.[1] The original CGuide was reprinted many times and
wi dely distributed. The Superintendent of Docunents at the
Government Printing Ofice reported that al nost 50,000 copies
were sold between 1977 and 1986 when the gui de went out of print.
In addition, thousands of copies were distributed by the House
Conmittee on Government Operations, Menbers of Congress, the
Congr essi onal Research Service, and other federal agencies. The
original Citizen's Guide is one of the nost w dely read
congressional comittee reports in history.

In 1987, the Conmttee issued a revised Ctizen's Guide.[2]
The new edition was prepared to reflect changes to the Freedom of
Informati on Act made during 1986. As a result of special efforts
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by the Superintendent of Docunents at the Governnment Printing
Ofice, the availability of the new Guide was well publicized.
The 1987 edition appeared on GPO s "Best Seller" list in the
months following its issuance.

During the 100th Congress, major anendments were nade to the
Privacy Act of 1974. The Conputer Matching and Privacy
Protection Act of 1988[3] added new provisions to the Privacy Act
and changed several existing requirements. None of the changes
affects a citizen's rights to request or see records held by
federal agencies. However, some of the information in the 1987
Qui de becane outdated as a result, and a third edition was issued
in 1989.[4]

During the 101st Congress, the Privacy Act of 1974 was
anmended through further adjustnents to the Conputer Matching and
Privacy Protection Act of 1988. The changes do not affect access
rights. This fourth edition of the Citizen's Guide reflected al
changes to the FO A and Privacy Act made through the end of
1990.[5] The current edition version is the fifth edition and
i ncl udes an expanded bi bl i ography and editorial changes.

I'1. | NTRODUCTI ON

"A popul ar Governnent wi thout popul ar infornmation
or the means of acquiring it, is but a Prologue to a
Farce or a Tragedy or perhaps both. Know edge wil |
forever govern ignorance, and a people who nean to be
their own Governors, nust armthensel ves with the power
know edge gives."

Janmes Madi son[ 6]

The Freedom of Information Act (FO A) establishes a
presunption that records in the possession of agencies and
departnents of the Executive Branch of the United States
governnent are accessible to the people. This was not always the
approach to federal information disclosure policy. Before
enactnment of the FOA in 1966, the burden was on the individua
to establish a right to exam ne these governnent records. There
were no statutory guidelines or procedures to help a person
seeking information. There were no judicial renedies for those
deni ed access.

Wth the passage of the FOA, the burden of proof shifted
fromthe individual to the government. Those seeking information
are no longer required to show a need for information. |nstead,
the "need to know' standard has been replaced by a "right to
know' doctrine. The government now has to justify the need for
secrecy.

The FO A sets standards for determ ning which records nust
be di sclosed and which records can be withheld. The |law also
provides administrative and judicial remedies for those denied
access to records. Above all, the statute requires federa
agencies to provide the fullest possible disclosure of
information to the public.

The Privacy Act of 1974 is a conpanion to the FOA  The
Privacy Act regul ates federal governnent agency record keeping
and di scl osure practices. The Act allows nost individuals to
seek access to federal agency records about thenselves. The Act
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requires that personal information in agency files be accurate,
complete, relevant, and tinely. The subject of a record may
chal l enge the accuracy of information. The Act requires that
agencies obtain information directly fromthe subject of the
record and that information gathered for one purpose not be used
for another purpose. As with the FOA, the Privacy Act provides
civil renedies for individuals whose rights have been viol at ed.

Anot her inportant feature of the Privacy Act is the
requi renent that each federal agency publish a description of
each system of records maintained by the agency that contains
personal information. This prevents agencies from keepi ng secret
records.

The Privacy Act also restricts the disclosure of personally
identifiable informati on by federal agencies. Together with the
FO A, the Privacy Act permits disclosure of nbst personal files
to the individual who is the subject of the files. The two |aws
restrict disclosure of personal information to others when
di scl osure woul d violate privacy interests.

Wi le both the FO A and the Privacy Act support the
di scl osure of agency records, both |aws al so recogni ze the
legitimte need to restrict disclosure of some information. For
exanmpl e, agencies may withhold information properly classified in
the interest of national defense or foreign policy, trade
secrets, and crininal investigatory files. Oher specifically
defined categories of confidential information may al so be
wi t hhel d.

The essential feature of both laws is that they nake federa
agenci es accountable for information disclosure policies and
practices. Wile neither |aw grants an absolute right to exam ne
gover nnent documents, both | aws establish the right to request

records and to receive a response to the request. |If a record
cannot be released, the requester is entitled to be told the
reason for the denial. The requester also has a right to appea

the denial and, if necessary, to challenge it in court.

These procedural rights granted by the FO A and the Privacy
Act meke the | aws val uabl e and workable. As a result, the
di scl osure of federal government information cannot be controlled
by arbitrary or unreviewabl e actions.

I'11. RECOMVENDATI ONS

The Conmittee reconmends that this Citizen's CGuide be nade
wi dely available at |ow cost to anyone who has an interest in
obt ai ni ng docunents fromthe federal governnent. The Governnent
Printing Ofice and federal agencies subject to the Freedom of
Informati on Act and the Privacy Act of 1974 should distribute
this report widely.

The Conmittee al so recommends that this Citizen's Guide be
used by federal agencies in training prograns for governnent
enpl oyees who are responsible for administering the Freedom of
Informati on Act and the Privacy Act of 1974. The Quide should
al so be used by those government enpl oyees who only occasionally
work with these two | aws.
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V. HOWTO USE TH S GUI DE

This report explains howto use the Freedom of Infornmation
Act and the Privacy Act of 1974. It reflects all changes to the
| aws made since 1977. Major anendnments to the Freedom of
Informati on Act passed in 1974 and 1986. A major addition to
the Privacy Act of 1974 was enacted in 1988. M nor anmendnents to
the Privacy Act were nade in 1989 and 1990.

This GQuide is intended to serve as a general introduction to
the Freedom of Information Act and the Privacy Act.[7] It offers
nei ther a conprehensive expl anation of the details of these Acts
nor an analysis of case law. The CGuide will enable those who are
unfam liar with the aws to understand the process and to nmake a
request. In addition, the conplete text of each law is included
in an appendi x.

Readers should be aware that FOA litigation is a conplex
area of law. There are thousands of court decisions interpreting
the FO A [8] These decisions must be considered in order to
devel op a conpl ete understandi ng of the principles governing
di scl osure of government information. Anyone requiring nore
details about the FOA, its history, or the case | aw shoul d
consult other sources. There has been | ess controversy and |ess
litigation over the Privacy Act, but there is nevertheless a
consi derabl e body of case law for the Privacy Act as well. There
are other sources of information on the Privacy Act as well.

However, no one shoul d be di scouraged from nmaki ng a request
under either law. No special expertise is required. Using the
Freedom of Information Act and the Privacy Act is as sinple as
witing a letter. This Citizen's Quide explains the essentials.

V. VWH CH ACT TO USE

The access provisions of the FOA and the Privacy Act
overlap in part. The two |aws have different procedures and
different exenptions. As a result, sonetines information exenpt
under one law will be disclosable under the other

In order to take maxi num advantage of the | aws, an
i ndi vi dual seeking information about hinmself or herself should
normally cite both laws. Requests by an individual for
i nformati on that does not relate solely to hinself or herself
shoul d be made only under the FO A

Congress intended that the two | aws be consi dered together
in the processing of requests for information. Many governnent
agencies will automatically handl e requests fromindividuals in a
way that will maxim ze the amount of information that is
di scl osabl e. However, a requester should still nake a request in
a manner that is nobst advantageous and that fully protects al
avail abl e legal rights. A requester who has any doubts about
which aw to use should always cite both the FOA and the Privacy
Act when seeking docunents fromthe federal governnent.

VI. THE FREEDOM CF | NFORVATI ON ACT
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A. The Scope O The Freedom of |nformation Act

The federal Freedom of Information Act applies to documents
hel d by agencies in the executive branch of the federal
governnent. The executive branch includes cabi net departnents,
mlitary departnents, governnent corporations, government
controll ed corporations, independent regul atory agencies, and
ot her establishments in the executive branch.

The FO A does not apply to elected officials of the federa
governnent, including the President[9], Vice President, Senators,
and Congressnen.[10] The FO A does not apply to the federa
judiciary. The FO A does not apply to private conpani es; persons
who receive federal contracts or grants; tax-exenpt
organi zations; or state or |ocal governnents.

Al States and some localities have passed laws |ike the
FO A that allow people to request access to records. In
addition, there are other federal and state |laws that may permt
access to docunents held by organi zati ons not covered by the
federal FO A [11]

B. What Records Can Be Requested Under The FO A?

The FO A requires agencies to publish or nmake avail able for
public inspection several types of information. This includes:
(1) descriptions of agency organi zation and of fi ce addresses; (2)
statenents of the general course and nethod of agency operation;
(3) rules of procedure and descriptions of forns; (4) substantive
rul es of general applicability and general policy statenents; (5)
final opinions made in the adjudication of cases; and (6)
adm nistrative staff manuals that affect the public. This
i nformati on nust either be published in the Federal Register or
made avail able for inspection and copying without the formality
of an FO A request.

Al'l other "records" of a federal agency may be requested
under the FO A However, the FO A does not define "record". Any
itemcontaining information that is in the possession, custody,
or control of an agency is usually considered to be an agency
record under the FO A. Personal notes of agency enpl oyees nay
not be agency records. A docunent that is not an "record" will
not be avail abl e under the FO A.

The formin which a record is naintained by an agency does
not affect its availability. A request may seek a printed or
typed docunent, tape recording, nap, photograph, conputer
printout, conputer tape or disk, or a simlar item

O course, not all records that can be requested nust be
disclosed. Information that is exenpt fromdisclosure is
descri bed below in the section entitled "Reasons Access May Be
Deni ed Under the FO A".

The FO A carefully provides that a requester nmay ask for
records rather than information. This nmeans that an agency is
only required to |l ook for an existing record or document in
response to an FO A request. An agency is not obliged to create
a new record to conply with a request. An agency is not required
to collect information it does not have. Nor must an agency do
research or analyze data for a requester.[12]
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Requesters must ask for existing records. Requests may have
to be carefully witten in order to obtain the desired
informati on. Sometines, an agency will help a requester identify
a specific document that contains the information being sought.

O her times, a requester may need to be creative when witing an
FO A request in order to identify an existing document or set of
docunents containing the desired information

There is a second general limtation on FO A requests. The
| aw requires that each request nust reasonably describe the
records being sought. This neans that a request nust be specific
enough to permt a professional enployee of the agency who is
famliar with the subject matter to locate the record in a
reasonabl e period of tine.

Because agenci es organi ze and index records in different
ways, one agency may consider a request to be reasonably
descriptive while another agency nmay reject a simlar request as
too vague. For exanple, the Federal Bureau of Investigation has
a central index for its primary record system As a result, the
FBI is able to search for records about a specific person
However, agencies that do not mamintain a central name index nmay
be unabl e to conduct the sanme type of search. These agenci es nmay
reject a simlar request because the request does not describe
records that can be identified.

Request ers shoul d nake requests as specific as possible. |If
a particular docunent is required, it should be identified
precisely, preferably by date and title. However, a request does
not always have to be that specific. A requester who cannot
identify a specific record should clearly explain his or her
needs. A requester should make sure, however, that a request is
broad enough to include all desired information

For exanple, assune that a requester wants to obtain a |ist
of toxic waste sites near his hone. A request to the
Envi ronnmental Protection Agency for all records on toxic waste
woul d cover many nore records than are needed. The fees for such
a request mght be very high, and it is possible that the request
m ght be rejected as too vague.

A request for all toxic waste sites within three niles of a
particular address is very specific. But it is unlikely that EPA
woul d have an existing record containing data organi zed in that
fashion. As a result, the request m ght be denied because there
is no existing record containing the infornation.

The requester m ght do better to ask for a list of toxic
waste sites in his city, county, or state. It is nore likely
that existing records mght contain this information. The
requester might also want to tell the agency in the request
letter exactly what information is desired. This additiona
expl anation may help the agency to find a record that meets the
request.

Many peopl e include their tel ephone nunber with their
requests. Some questions about the scope of a request can be
resol ved qui ckly when an agency enpl oyee and the requester talk.
This is an efficient way to resolve questions that arise during
the processing of FO A requests.
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It is to everyone's advantage if requests are as precise and
as narrow as possible. The requester benefits because the
request can be processed faster and cheaper. The agency benefits
because it can do a better job of responding to the request. The
agency will also be able to use its resources to respond to nore
requests. The FO A works best when both the requester and the
agency act cooperatively.

C. Making an FO A Request

The first step in nmaking a request under the FOA is to
identify the agency that has the records. An FO A request nust
be addressed to a specific agency. There is no centra
governnent records office that services FO A requests.

Oten, a requester knows beforehand which agency has the
desired records. |If not, a requester can consult a governnent
directory such as the United States Governnent Manual .[13] This
manual has a conplete list of all federal agencies, a description
of agency functions, and the address of each agency. A requester
who i s uncertain about which agency has the records that are
needed can nake FO A requests at nore than one agency.

Agencies normally require that FO A requests be in witing.
Letters requesting records under the FO A can be short and
sinmple. No one needs a |l awer to make an FO A request. Appendi x
1 of this Guide contains a sanple request letter.

The request letter should be addressed to the agency's FO A
Oficer or to the head of the agency. The envel ope contai ni ng
the witten request should be marked "Freedom of Information Act
Request” in the bottom | eft-hand corner.[14]

There are three basic elenents to an FO A request letter.
First, the letter should state that the request is being nade
under the Freedom of Information Act. Second, the request should
identify the records that are being sought as specifically as
possible. Third, the nanme and address of the requester nust be
i ncl uded.

Under the 1986 anmendnents to the FO A, fees chargeable vary
with the status or purpose of the requester. As a result, a
requester may have to provide additional information to permt
the agency to deternine the appropriate fees. Different fees can
be charged to commercial users, representatives of the news
medi a, educational or noncomercial scientific institutions, and
i ndividuals. The next section explains the fee structure in nore
detail .

There are several optional itens that are often included in
an FO A request. The first is the tel ephone nunber of the
requester. This permts an agency enpl oyee processing a request
to speak with the requester if necessary.

A second optional itemis alinmtation on the fees that the
requester is willing to pay. It is comopn for a requester to ask
to be notified in advance if the charges will exceed a fixed
anmount. This allows the requester to nodify or withdraw a
request if the cost may be too high. Also, by stating a
willingness to pay a set amount of fees in the original request
letter, a requester nmay avoid the necessity of additiona
correspondence and del ay.
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A third optional item sonetinmes included in an FO A request
is arequest for a waiver or reduction of fees. The 1986
anmendnments to the FO A changed the rules for fee waivers. Fees
must be wai ved or reduced if disclosure of the information is in
the public interest because it is likely to contribute
significantly to public understanding of the operations or
activities of the governnent and is not primarily in the
comrercial interest of the requester. Decisions about granting
fee waivers are separate fromand different than deci sions about
the amount of fees that can be charged to a requester.

A requester should keep a copy of the request letter and
rel ated correspondence until the request has been finally
resol ved.

D. Fees and Fee Wi vers

FO A requesters may have to pay fees covering sone or all of
the costs of processing their requests. As anended in 1986, the
| aw establishes three types of fees that may be charged. The
1986 | aw nakes the process of deternmining the applicable fees
nmore conplicated. However, the 1986 rul es reduce or elimnate
entirely the cost for small, non-comrercial requests.

First, fees can be inposed to recover the cost of copying
docunents. All agencies have a fixed price for naking copies
usi ng copyi ng machines. A requester is usually charged the
actual cost of copying conputer tapes, photographs, and other
nonst andard docunents.

Second, fees can also be inposed to recover the costs of
searching for docunments. This includes the time spent | ooking
for material responsive to a request. A requester can mnimze
search charges by meking clear, narrow requests for identifiable
docunent s whenever possible.

Third, fees can be charged to recover review costs. Review
is the process of exam ning docunents to determ ne whether any
portion is exenpt fromdisclosure. Before the 1986 anendnents
took effect, no review costs were charged to any requester
Ef fective on April 25, 1987, review costs may be charged to
commerci al requesters only. Review charges only include costs
incurred during the initial exam nation of a docunent. An agency
may not charge for any costs incurred in resolving issues of |aw
or policy that may arise while processing a request.

Different fees apply to different requesters. There are
three categories of FO A requesters. The first includes
representatives of the news nedia, and educational or
nonconmerci al scientific institutions whose purpose is scholarly
or scientific research. A requester in this category who is not
seeking records for conmercial use can only be billed for
reasonabl e standard docunent duplication charges. A request for
information froma representative of the news nedia is not
considered to be for commercial use if the request is in support
of a news gathering or dissem nation function

The second category includes FO A requesters seeking records
for commercial use. Commercial use is not defined in the |aw,
but it generally includes profit naking activities. A comrercia
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user can be charged reasonabl e standard charges for docunent
duplication, search, and review.

The third category of FO A requesters includes everyone not
inthe first two categories. People seeking information for
personal use, public interest groups, and non-profit
organi zations are exanples of requesters who fall into the third
group. Charges for these requesters are linmted to reasonable
standard charges for docunent duplication and search. Review
costs may not be charged. The 1986 anmendments did not change the
fees charged to these requesters.

Smal | requests are free for a requester in the first and
third categories. This includes all requesters except comercia
users. There is no charge for the first two hours of search tine
and for the first 100 pages of docunents. A non-conmrerci al
requester who linmts a request to a small nunber of easily found
records will not pay any fees at all.

In addition, the | aw al so prevents agencies from charging
fees if the cost of collecting the fee woul d exceed the anount
collected. This limtation applies to all requests, including
those seeki ng docunents for commercial use. Thus, if the
al | owabl e charges for any FO A request are small, no fees are
i nposed.

Each agency sets charges for duplication, search, and revi ew
based on its own costs. The ampbunt of these charges is listed in
agency FO A regul ations. Each agency also sets its own threshold
for m ni mum char ges.

The 1986 FO A anmendnents al so changed the | aw on fee
wai vers. Fees now nust be waived or reduced if disclosure of the
information is in the public interest because it is likely to
contribute significantly to public understanding of the
operations or activities of the governnent and is not primarily
in the comercial interest of the requester

The 1986 anmendnents on fees and fee waivers have created
some confusion. Determ nations about fees are separate and
distinct fromdeterm nations about fee waivers. For exanple, a
requester who can denonstrate that he or she is a news reporter
may only be charged duplication fees. But a requester found to
be a reporter is not automatically entitled to a waiver of those
fees. A reporter who seeks a waiver nust denonstrate that the
request al so neets the standards for waivers.

Normal Iy, only after a requester has been categorized to
determne the applicable fees does the issue of a fee waiver
arise. A requester who seeks a fee waiver should ask for a
wai ver in the original request letter. However, a request for a
wai ver can be made at a later tine. The requester should
descri be how disclosure will contribute to public understanding
of the operations or activities of the governnent. The sanple
request letter in the appendix includes optional |anguage asking
for a fee waiver.

Any requester may ask for a fee waiver. Some will find it
easier to qualify than others. A news reporter who is only
charged duplication costs may still ask that the charges be
wai ved because of the public benefits that will result from
di sclosure. A representative of the news nedia, a scholar, or a
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public interest group are nore likely to qualify for a waiver of
fees. A commercial user may find it difficult to qualify for
wai vers.

The eligibility of other requesters will vary. A key
element in qualifying for a fee waiver is the relationship of the
i nformati on to public understanding of the operations or
activities of government. Another inmportant factor is the
ability of the requester to convey that information to other
interested nmenbers of the public. A requester is not eligible
for a fee waiver solely because of indigence.

E. Requirenents for Agency Responses

Each agency is required to determne within ten days

(excl udi ng Saturdays, Sundays, and |egal holidays) after the
recei pt of a request whether to conply with the request. The
actual disclosure of docunents is required to follow pronptly
thereafter. |If a request is denied in whole or in part, the
agency must tell the requester the reasons for the denial. The
agency must also tell the requester that there is a right to
appeal any adverse determination to the head of the agency.

The FO A permits an agency to extend the tine [imts up to
ten days in unusual circunstances. These circunstances include
the need to collect records fromrenote |ocations, review | arge
nunbers of records, and consult with other agencies. The agency
is supposed to notify the requester whenever an extension is
i nvoked. [ 15]

The statutory tinme limts for responses are not always net.
An agency sonetines receives an unexpectedly | arge nunber of FO A
requests at one tinme and is unable to neet the deadlines. Sone
agenci es assi gn i nadequate resources to FO A offices. The
Congress does not condone the failure of any agency to neet the
law s tinme limts. However, as a practical matter, there is
little that a requester can do about it. The courts have been
reluctant to provide relief solely because the FOA s tine limts
have not been net.

The best advice to requesters is to be patient. The |aw
all ows a requester to consider that his or her request has been
denied if it has not been decided within the time linmts. This
permits the requester to file an adm nistrative appeal or file a
lawsuit in federal district court. However, this is not always
the best course of action. The filing of an adm nistrative or
judicial appeal will not necessarily result in any faster
processing of the request.

Each agency generally processes requests in the order of
receipt. Sone agencies wll expedite the processing of urgent
requests. Anyone with a pressing need for records should consult
with the agency FO A officer about how to ask for expedited
treatnment of requests.

F. Reasons Access May Be Deni ed Under the FO A
An agency may refuse to disclose an agency record that falls

within any of the FOA s nine statutory exenptions. The
exenptions protect against the disclosure of information that
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woul d harm nati onal defense or foreign policy, privacy of

i ndividuals, proprietary interests of business, functioning of
the government, and other inportant interests. A document that
does not qualify as an "agency record" nmay be deni ed because only
agency records are avail able under the FO A Personal notes of
agency enpl oyees nay be denied on this basis. However, npst
records in the possession of an agency are "agency records"
within the neaning of the FO A

An agency may wi t hhold exenpt information, but it is not
al ways required to do so. For exanple, an agency may di scl ose an
exenpt internal menorandum because no harmwould result fromits
di scl osure. However, an agency is not likely to agree to
di scl ose an exenpt document that is classified or that contains a
trade secret.

When a record contains sone information that qualifies as
exenpt, the entire record is not necessarily exenpt. Instead,
the FO A specifically provides that any reasonably segregabl e
portions of a record nust be provided to a requester after the
del etion of the portions that are exenpt. This is a very
i mportant requirenent because it prevents an agency from
wi t hhol ding an entire docunent sinply because one |ine or one
page i s exenpt.

1. Exenption 1: Cassified Docunents

The first FO A exenption permts the w thhol ding of properly
classified documents. Information nmay be classified in the
interest of national defense or foreign policy.

The rules for classification are established by the
President and not the FO A or other law. The FO A provides that,
if a docunent has been properly classified under a presidenti al
Executive Order, the document can be withheld from disclosure.

Cl assified docunents may be requested under the FOA  An
agency can review the docunent to deternmine if it still requires
protection. |In addition, the Executive Order on Security
Classification establishes a special procedure for requesting the
decl assification of docunents.[16] |If a requested docunent is
declassified, it can be released in response to an FO A request.
However, a docunent that is declassified may be still be exenpt
under other FO A exenpti ons.

2. Exenption 2: Internal Personnel Rules and Practices

The second FO A exenption covers matters that are rel ated
solely to an agency's internal personnel rules and practices. As
interpreted by the courts, there are two separate cl asses of
docunents that are generally held to fall within exenption two.

First, information relating to personnel rules or interna
agency practices is exenpt if it is trivial admnistrative matter
of no genuine public interest. A rule governing lunch hours for
agency enpl oyees is an exanpl e.

Second, an internal adm nistrative manual can be exenpt if
di scl osure would risk circunvention of |aw or agency regul ations.
In order to fall into this category, the material will normally
have to regul ate internal agency conduct rather than public
behavi or.
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3. Exenption 3: Information Exenpt Under O her Laws

The third exenption incorporates into the FO A other |aws
that restrict the availability of information. To qualify under
this exenption, a statute nust require that matters be wi thheld
fromthe public in such a manner as to | eave no discretion to the
agency. Alternatively, the statute nmust establish particul ar
criteria for withholding or refer to particular types of matters
to be withheld.

One exanple of a qualifying statute is the provision of the
Tax Code prohibiting the public disclosure of tax returns and tax
return information.[17] Another qualifying Exenption 3 statute
is the | aw designating identifiable census data as
confidential .[18] Whether a particular statute qualifies under
Exenmption 3 can be a difficult |egal question.

4. Exenption 4: Confidential Business Information

The fourth exenption protects from public disclosure two
types of information: trade secrets and confidential business
information. A trade secret is a comercially val uable plan,
formula, process, or device. This is a narrow category of
information. An exanple of a trade secret is the recipe for a
commer ci al food product.

The second type of protected data is comercial or financial
i nformati on obtained froma person and privil eged or
confidential. The courts have held that data qualifies for
wi thhol ding if disclosure by the government would be likely to
harm t he conpetitive position of the person who subrmitted the
information. Detailed information on a conpany's marketing
pl ans, profits, or costs can qualify as confidential business
information. Information nay also be withheld if disclosure
would be likely to inpair the governnment's ability to obtain
simlar information in the future.

Only informati on obtained froma person other than a
gover nnent agency qualifies under the fourth exenption. A person
is an individual, a partnership, or a corporation. Information
that an agency created on its own cannot normally be w thheld
under exenption four.

Al though there is no formal requirenment under the FO A, many
agencies will notify a submtter of business information that
di sclosure of the information is being considered.[19] The
submitter then has an opportunity to convince the agency that the
information qualifies for withholding. A submtter can also file
suit to block disclosure under the FOA  Such |lawsuits are
generally referred to as "reverse" FO A | awsuits because the FO A
is being used in an attenpt to prevent rather than to require the
di sclosure of information. A reverse FOA lawsuit may be filed
when the submitter of docunents and the governnent disagree
whet her the information is confidential

5. Exenption 5: Internal Governnent Conmmunications

The FOA s fifth exenption applies to internal governnent
docunents. An exanple is a letter from one government departnent
to anot her about a joint decision that has not yet been made.
Anot her exanple is a nenorandum from an agency enpl oyee to his
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supervi sor describing options for conducting the agency's
busi ness.

The purpose of the fifth exenption is to safeguard the
del i berative policy maki ng process of government. The exenption
encour ages frank di scussion of policy matters between agency
officials by allowi ng supporting docunents to be w thheld from
public disclosure. The exenption also protects agai nst premature
di scl osure of policies before final adoption

Wil e the policy behind the fifth exenption is well-
accepted, the application of the exenption is conplicated. The
fifth exenption may be the nost difficult FOA exenption to
understand and apply. For exanple, the exenption protects the
policy naking process, but it does not protect purely factua
information related to the policy process. Factual information
must be disclosed unless it is inextricably intertwined with
protected informati on about an agency deci sion

Protection for the decision making process is appropriate
only for the period while decisions are being nade. Thus, the
fifth exenption has been held to distinguish between docunents
that are pre-decisional and therefore may be protected, and those
whi ch are post-decisional and therefore not subject to
protection. Once a policy is adopted, the public has a greater
interest in knowing the basis for the decision

The exenption al so incorporates sonme of the privil eges that
apply in litigation involving the governnent. For exanple,
papers prepared by the government's | awyers can be withheld in
the sane way that papers prepared by private |awers for clients
are not avail abl e through discovery in civil litigation

6. Exenption 6: Personal Privacy

The sixth exenption covers personnel, nedical, and simlar
files the disclosure of which would constitute a clearly
unwar rant ed i nvasi on of personal privacy. This exenption
protects the privacy interests of individuals by allow ng an
agency to withhold intinmate personal data kept in governnent
files. Only individuals have privacy interests. Corporations
and other |egal persons have no privacy rights under the sixth
exenpti on.

The exenption requires agencies to strike a bal ance between
an individual's privacy interest and the public's right to know.
However, since only a clearly unwarranted invasion of privacy is
a basis for withholding, there is a perceptible tilt in favor of
disclosure in the exenption. Nevertheless, the sixth exenption
makes it harder to obtain information about another individua
wi t hout the consent of that individual

The Privacy Act of 1974 also regul ates the disclosure of
personal information about an individual. The FO A and the
Privacy Act overlap in part, but there is no inconsistency. An
i ndi vi dual seeking records about hinself or herself should cite
both | aws when naking a request. This ensures that the maxi mum
amount of disclosable information will be rel eased. Records that
can be denied to an individual under the Privacy Act are not
necessarily exenpt under the FO A

7. Exenption 7: Law Enforcement
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The seventh exenption allows agencies to withhold | aw
enforcement records in order to protect the | aw enforcenent
process frominterference. The exenption was anended slightly in
1986, but it still retains six specific subexenptions.

Exemption (7)(A) allows the withholding of a | aw enforcenent
record that could reasonably be expected to interfere with
enforcenment proceedings. This exenption protects an active |aw
enforcenment investigation frominterference through premature
di scl osure.

Exemption (7)(B) allows the withholding of information that
woul d deprive a person of a right to a fair trial or an inpartia
adj udi cation. This exenption is rarely used.

Exenmption (7)(C) recognizes that individuals have a privacy
interest in information maintained in |aw enforcement files. |If
the di sclosure of information could reasonably be expected to
constitute an unwarranted invasion of personal privacy, the
information is exenpt fromdisclosure. The standards for privacy
protection in Exenption 6 and Exenption (7)(C) differ slightly.
Exenmption (7)(C) protects against an unwarranted invasi on of
personal privacy while Exenption 6 protects against clearly a
unwarrant ed i nvasion. Also, Exenption (7)(C) allows the
wi t hhol ding of information that "coul d reasonably be expected to"
i nvade soneone's privacy. Under Exenption 6, information can be
wi thheld only if disclosure "would" invade soneone's privacy.

Exenmption (7)(D) protects the identity of confidentia
sources. Information that could reasonably be expected to revea
the identity of a confidential source is exenpt. A confidential
source can include a state, local, or foreign agency or
authority, or a private institution that furnished infornmation on
a confidential basis. 1In addition, the exenption protects
information furni shed by a confidential source if the data was
conpiled by a crimnal |aw enforcenent authority during a
crimnal investigation or by an agency conducting a |lawfu
national security intelligence investigation

Exemption (7)(E) protects fromdi sclosure information that
woul d reveal techni ques and procedures for |aw enforcenent
i nvestigations or prosecutions or that woul d discl ose guidelines
for |Iaw enforcenment investigations or prosecutions if disclosure
of the information could reasonably be expected to risk
circumvention of the | aw

Exemption (7)(F) protects |aw enforcenment information that
coul d reasonably be expected to endanger the life or physica
safety of any individual

8. Exenption 8: Financial Institutions

The eighth exenption protects information that is contained
in or related to exam nation, operating, or condition reports
prepared by or for a bank supervisory agency such as the Federa
Deposit I nsurance Corporation, the Federal Reserve, or simlar
agenci es.

9. Exenption 9: Geological Infornmation

The ninth FO A exenption covers geol ogi cal and geophysi ca
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i nformati on, data, and maps about wells. This exenption is
rarely used.

G FA A Excl usi ons

The 1986 anendnents to the FOA gave limted authority to
agencies to respond to a request w thout confirmng the existence
of the requested records. Odinarily, any proper request nust
receive an answer stating whether there is any responsive
information, even if the requested information is exenpt from
di scl osure.

In sone narrow circunstances, acknow edgenent of the
exi stence of a record can produce consequences sinmilar to those
resulting fromdisclosure of the record itself. |In order to
avoid this type of problem the 1986 anendnents established three
"record excl usions".

The exclusions allow an agency to treat certain exenpt
records as if the records were not subject to the FOA  An
agency is not required to confirmthe existence of three specific
categories of records. |If these records are requested, the
agency may respond that there are no disclosable records
responsive to the request. However, these exclusions do not
broaden the authority of any agency to w thhold docunments from
the public. The exclusions are only applicable to information
that is otherw se exenpt from discl osure

The first exclusion may be used when a request seeks
information that is exenpt because disclosure could reasonably be
expected to interfere with a current |aw enforcenent
investigation (exemption (7)(A)). There are three specific
prerequisites for the application of this exclusion. First, the
investigation in question nmust involve a possible violation of
crimnal law. Second, there nust be reason to believe that the
subj ect of the investigation is not already aware that the
investigation is underway. Third, disclosure of the existence of
the records -- as distinguished fromthe contents of the records
-- coul d reasonably be expected to interfere with enforcenent
pr oceedi ngs.

When all of these conditions exist, an agency nmay respond to
an FO A request for investigatory records as if the records are
not subject to the requirements of the FOA In other words, the
agency's response does not have to reveal that it is conducting
an investigation.

The second excl usion applies to informant records maintained
by a crimnal |aw enforcenent agency under the informant's name
or personal identifier. The agency is not required to confirm
the existence of these records unless the informant's status has
been officially confirmed. This exclusion helps agencies to
protect the identity of confidential informants. |Information
that mght identify informants has al ways been exenpt under the
FO A

The third exclusion only applies to records nmintai ned by
the Federal Bureau of Investigation which pertain to foreign
intelligence, counterintelligence, or international terrorism
When t he existence of these types of records is classified, the
FBI may treat the records as not subject to the requirenents of
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Thi s excl usion does not apply to all classified records on
the specific subjects. It only applies when the records are
cl assified and when the existence of the records is also
classified. Since the underlying records nust be classified
before the exclusion is rel evant, agencies have no new
substantive wi thhol ding authority.

In enacting these exclusions, congressional sponsors stated
that it was their intent that agencies nust informFO A
requesters that these exclusions are avail able for agency use.
Requesters who believe that records were i nproperly withheld
because of the exclusions can seek judicial review

H. Adm nistrative Appeal Procedures

Whenever an FO A request is denied, the agency nust inform
the requester of the reasons for the denial and the requester's
right to appeal the denial to the head of the agency. A
requester may appeal the denial of a request for a docunent or
for a fee waiver. A requester may contest the type or anmpunt of
fees that were charged. A requester nay appeal any other type of
adverse determnation including a rejection of a request for
failure to describe adequately the docunents being requested. A
requester can al so appeal because the agency failed to conduct an
adequat e search for the docunments that were requested

A person whose request was granted in part and denied in
part may appeal the part that was denied. |I|f an agency has
agreed to disclose some but not all requested docunents, the
filing of an appeal does not affect the rel ease of the docunents
that are disclosable. There is no risk to the requester in
filing an appeal

The appeal to the head of the agency is a sinple

adm nistrative appeal. A lawer can be hel pful, but no one needs
a lawer to file an appeal. Anyone who can wite a letter can
file an appeal. Appeals to the head of the agency often result

in the disclosure of sone records that had been withheld. A
requester who is not convinced that the agency's initial decision
is correct should appeal. There is no charge for filing an

adm ni strative appeal

An appeal is filed by sending a letter to the head of the
agency. The letter nust identify the FO A request that is being
appeal ed. The envel ope containing the letter of appeal should be
marked in the lower left hand corner with the words "Freedom of
I nformation Act Appeal."[20]

Many agenci es assign a nunber to all FO A requests that are
received. The nunber should be included in the appeal letter,

along with the name and address of the requester. It is a comon
practice to include a copy of the agency's initial decision
letter as part of the appeal, but this is not required. It can

al so be hel pful for the requester to include a tel ephone nunber
in the appeal letter

An appeal will normally include the requester's argunents
supporting disclosure of the docunments. A requester may include
any facts or any arguments supporting the case for reversing the
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initial decision. However, an appeal |etter does not have to
contain any argunents at all. It is sufficient to state that the
agency's initial decision is being appeal ed. Appendix 1 includes
a sanpl e appeal letter.

The FO A does not set atime limt for filing an

adm ni strative appeal of an FO A denial. However, it is good
practice to file an appeal pronptly. Some agency regul ations
establish atine limt for filing an adnministrative appeal. A

requester whose appeal is rejected by an agency because it is too
late may refile the original FO A request and start the process
agai n.

A requester who delays filing an appeal runs the risk that
the docunents coul d be destroyed. However, as |long as an agency
is considering a request or an appeal, the agency nust preserve
t he docunents.

An agency is required to nmake a decision on an appeal wthin
twenty days (excluding Saturdays, Sundays, and federal holidays).
It is possible for an agency to extend the tinme limts by an
additional ten days. Once the tine period has el apsed, a
requester may consider that the appeal has been denied and nay
proceed with a judicial appeal. However, unless there is an
urgent need for records, this may not be the best course of
action. The courts are not synpathetic to appeal s based solely
on an agency's failure to conply with the FOA s tinme linits.

I. Filing a Judicial Appea

When an admini strative appeal is denied, a requester has the
right to appeal the denial in court. An FO A appeal can be filed
inthe United States District Court in the district where the
requester lives. The requester can also file suit in the
district where the docunents are located or in the District of
Col unbia. When a requester goes to court, the burden of
justifying the withhol ding of docunents is on the governnent.
This is a distinct advantage for the requester.

Requesters are sonetines successful when they go to court,
but the results vary considerably. Sone requesters who file
judicial appeals find that an agency will disclose some docunents
previously w thheld rather than fight about disclosure in court.
Thi s does not al ways happen, and there is no guarantee that the
filing of a judicial appeal will result in any additiona
di scl osure.

Most requesters require the assistance of an attorney to
file a judicial appeal. A person who files a lawsuit and
substantially prevails nmay be awarded reasonabl e attorney fees
and litigation costs reasonably incurred. Sone requesters may be
able to handle their own appeal without an attorney. Since this
is not alitigation guide, details of the judicial appeal process
have been not included. Anyone considering filing an appeal can
begin by reading the provisions of the FOA on judicia
revi ew. [ 21]

VIl. THE PRI VACY ACT OF 1974

A. The Scope of the Privacy Act of 1974
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The Privacy Act of 1974 provi des saf eguards agai nst an
i nvasi on of privacy through the msuse of records by federa
agencies. In general, the Act allows a citizen to | earn how
records are collected, nmintained, used, and disseninated by the
federal government. The Act also pernmits an individual to gain
access to nost personal information maintained by federa
agenci es and to seek anendnent of any incorrect or inconplete
i nformati on.

The Privacy Act applies to personal information nmaintained
by agencies in the executive branch of the federal governnent.
The executive branch includes cabinet departments, mlitary
departnents, governnent corporations, government controlled
corporations, independent regul atory agenci es, and ot her
establishnents in the executive branch. Agencies subject to the
Freedom of Information Act (FO A) are also subject to the Privacy
Act. The Privacy Act does not generally apply to records
mai ntai ned by state and | ocal governnents or private compani es or
organi zati ons. [ 22]

The Privacy Act only grants rights to United States citizens
and to aliens lawfully admtted for pernmanent residence. As a
result, a foreign national cannot use the Act's provisions.
However, a foreigner nay use the FO A to request records about
hi nsel f or herself.

In general, the only records subject to the Privacy Act are
records that are maintained in a systemof records. The idea of
a "systemof records" is unique to the Privacy Act and requires
expl anat i on.

The Act defines a "record" to include nbpst persona
i nformati on mai ntai ned by an agency about an individual. A
record contains individually identifiable information, including
but not limted to information about education, financial
transactions, nedical history, crimnal history, or enploynent
history. A "system of records" is a group of records from which
information is actually retrieved by nanme, social security
nunber, or other identifying synbol assigned to an individual

Sone personal information is not kept in a system of
records. This information is not subject to the provisions of
the Privacy Act, although access nmay be requested under the FO A
Most personal information in governnent files is subject to the
Privacy Act.

The Privacy Act al so establishes general records nmanagenent
requirenents for federal agencies. |In sunmary, there are five
basic requirenments that are nost relevant to individuals.

First, each agency must establish procedures allow ng
i ndividual s to see and copy records about thenselves. An
i ndi vidual rmay al so seek to amend any information that is not
accurate, relevant, tinely, or conplete. The rights to inspect
and to correct records are the nost inportant provisions of the
Privacy Act. This guide explains in nore detail how an
i ndi vi dual can exercise these rights

Second, each agency nust publish notices describing al
systens of records. The notices include a conplete description
of personal -data record keeping policies, practices, and systens.
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This requirenment prevents the nmaintenance of secret record
syst ens.

Third, each agency nust make reasonable efforts to maintain
accurate, relevant, tinely, and conplete records about
i ndividual s. Agencies are prohibited from maintaining
i nformati on about how individual s exercise rights guaranteed by
the First Amendnent to the U.S. Constitution unless maintenance
of the information is specifically authorized by statute or
relates to an authorized | aw enforcenent activity.

Fourth, the Act establishes rules governing the use and
di scl osure of personal information. The Act specifies that
informati on collected for one purpose may not be used for another
purpose wi thout notice to or the consent of the subject of the
record. The Act also requires that each agency keep a record of
sonme di scl osures of personal infornmation

Fifth, the Act provides |egal renmedies that pernit an
i ndividual to seek enforcenment of the rights granted under the
Act. In addition, federal enployees who fail to conply with the
Act's provisions may be subjected to crimnal penalties.

B. The Conputer Matching and Privacy Protection Act

The Conputer Matching and Privacy Protection Act of 1988
(Public Law 100-503) anended the Privacy Act by addi ng new
provi sions regul ating the use of conmputer matching. Records used
during the conduct of a matching programare subject to an
addi tional set of requirenents.

Conputer matching is the conputerized conparison of
i nformati on about individuals for the purpose of deternining
eligibility for federal benefit prograns. A matching program can
be subject to the requirenents of the Conmputer Matching Act if
records froma Privacy Act system of records are used during the
program |f federal Privacy Act records are matched agai nst
state or local records, then the state or |ocal natching program
can be subject to the new matching requirenments

In general, matching prograns involving federal records nust
be conducted under a mmtchi ng agreenent between the source and
reci pi ent agencies. The matchi ng agreenment describes the purpose
and procedures of the matching and establishes protections for
mat chi ng records. The agreenent is subject to review and
approval by a Data Integrity Board. Each federal agency invol ved
in a matching activity nust establish a Data Integrity Board.

For an individual seeking access to or correction of
records, the conputer matching | egislation provides no specia
access rights. |If matching records are federal records, then the
access and correction provisions of the Privacy Act apply. There
is no general right of access or correction for matching records
of state and local agencies. It is possible that rights are
avai |l abl e under state or |ocal |aws.

There is, however, a requirenment that an individual be
notified of agency findings prior to the taking of any adverse
action as a result of a conputer matching program An individua
must al so be given an opportunity to contest such findings. The
noti ce and opportunity-to-contest provisions apply to matching
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records whether the nmatching was done by the federal governnent
or by a state or local government. Section 7201 of Public Law
101-508 nodified the due process notice requirenent to pernit the
use of statutory or regulatory notice periods.

The matching provisions also require that any agency --
federal or non-federal -- involved in conputer matching nust
i ndependently verify information used to take adverse action
against an individual. This requirement was included in order to
protect individuals fromarbitrary or unjustified denials of
benefits. |ndependent verification includes independent
i nvestigation and confirmation of information. Public Law 101-
508 al so nodified the i ndependent verification requirenent in
circunstances in which it was unnecessary.

Most of the provisions of the Conputer Matching and Privacy
Protection Act of 1988 were originally scheduled to becone
effective in July 1989. Public Law 101-56 del ayed the effective
date for nobst matching prograns until January 1, 1990.

C. Locating Records

There is no central index of federal governnent records
about individuals. An individual who wants to inspect records
about hinmself or herself nust first identify which agency has the
records. Oten, this will not be difficult. For exanple, an
i ndi vi dual who was enpl oyed by the federal governnent knows that
the enpl oying agency or the O fice of Personnel Managenent
mai nt ai ns personnel files.

Similarly, an individual who receives veterans' benefits
will normally find relevant records at the Departnent of Veterans
Affairs or at the Defense Departnent. Tax records are naintained
by the Internal Revenue Service, social security records by the
Social Security Adm nistration, passport records by the State
Departnment, etc.

For those who are uncertain about which agency has the
records that are needed, there are several sources of
information. First, an individual can ask an agency that m ght
mai ntain the records. |If that agency does not have the records,
it may be able to identify the proper agency.

Second, a governnent directory such as the United States
Governrent Manual [ 23] contains a conplete list of all federa
agenci es, a description of agency functions, and the address of
the agency and its field offices. An agency responsible for
operating a programnormally maintains the records related to
that program

Third, a Federal Infornmation Center can help to identify
governnent agencies, their functions, and their records. These
Centers, which are operated by the General Services
Admi ni stration, serve as clearinghouses for information about the
federal government. There are Federal Information Centers
t hr oughout the country.

Fourth, every two years, the Ofice of the Federal Register
publ i shes a conpil ation of system of records notices for al
agenci es. These notices contain a conplete description of each
record system mai ntai ned by each agency. The conpilation --
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which is published in five large volunes -- is the nost conplete
reference for information about federal agency persona
informati on practices.[24] The information that appears in the
conpil ation al so appears sometimes in the Federal Register.[25]

The conpilation -- formally called Privacy Act |ssuances --
may be difficult to find and hard to use. It does not contain a
compr ehensi ve index. Copies will be available in sonme federa

depository libraries and possibly in other libraries as well.

Al t hough the conpilation is the best single source of detailed
i nformati on about personal records maintained by federa
agencies, it is not necessary to consult the conpilation before
maki ng a Privacy Act request. A requester is not required to
identify the specific systemof records that contains the

i nformati on being sought. It is sufficient to identify the
agency that has the records. Using information provided by the
requester, the agency will determ ne which system of records has

the files that have been requested.

Those who request records under the Privacy Act can help the
agency by identifying the type of records being sought. Large
agenci es nmaintain hundreds of different record systems. A
request can be processed faster if the requester tells the agency
that he or she was enpl oyed by the agency, was the recipient of
benefits under an agency program or had other specific contacts
wi th the agency.

D. Making a Privacy Act Request for Access

The fastest way to nmake a Privacy Act request is to identify
the specific systemof records. The request can be addressed to
the system nanager. Few people do this. |Instead, npbst people
address their requests to the head of the agency that has the
records or to the agency's Privacy Act Oficer. The envel ope
containing the witten request should be marked "Privacy Act
Request” in the bottom | eft-hand corner.[26]

There are three basic elenents to a request for records
under the Privacy Act. First, the letter should state that the
request is being nmade under the Privacy Act. Second, the letter
shoul d i nclude the nanme, address, and signature of the requester
Third, the request shoul d describe the records as specifically as
possi ble. Appendix 1 includes a sanple Privacy Act request
letter.

It is a common practice for an individual seeking records
about hinmself or herself to make the request under both the
Privacy Act of 1974 and the Freedom of Information Act. See the
di scussion in the front of this guide about which act to use.

A requester can describe the records by identifying a
specific system of records, by describing his or her contacts
with an agency, or by sinply asking for all records about hinself
or herself. The broader and | ess specific a request is, the
|l onger it may take for an agency to respond.

It is a good practice for a requester to describe the type
of records that he or she expects to find. For example, an
i ndi vi dual seeking a copy of his service record in the Arny
should state that he was in the Arny and include the approximate
dates of service. This will help the Defense Departnent narrow
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its search to record systens that are likely to contain the

i nformation being sought. An individual seeking records fromthe
Federal Bureau of |nvestigation nmay ask that files in specific
field offices be searched in addition to the FBI's central office
files. The FBI does not routinely search field office records

wi t hout a specific request.

An agency will generally require a requester to provi de sone
proof of identity before records will be disclosed. Agencies nmay
have different requirements. Some agencies will accept a
signature; others may require a notarized signature. If an

i ndi vi dual goes to the agency to inspect records, standard
personal identification may be acceptable. More stringent
requirenents may apply if the records being sought are especially
sensitive

An agency will informrequesters of any specia
identification requirenments. Requesters who need records quickly
should first consult agency regulations or talk to the agency's
Privacy Act Officer to find out how to provi de adequate
identification.

An individual who visits an agency office to inspect a
Privacy Act record may bring along a friend or relative to review
the record. When a requester brings another person, the agency
may ask the requester to sign a witten statenent authorizing
di scussion of the record in the presence of that person

It is acrime to knowingly and willfully request or obtain
records under the Privacy Act under fal se pretenses. A request
for access under the Privacy Act can only be nade by the subject
of the record. An individual cannot make a request under the
Privacy Act for a record about another person. The only
exception is for a parent or |egal guardi an who can request
records for a mnor or a person who has been decl ared
i nconpet ent.

E. Fees

Under the Privacy Act, fees can only be charged for the cost
of copying records. No fees nay be charged for the tine it takes
to search for records or for the tinme it takes to review the
records to deternmine if any exenptions apply. This is a mgjor
difference fromthe FOA  Under the FO A, fees can sonetines be
charged to recover search costs and review costs.[27] The
different fee structure in the two |aws is one reason nmany
requesters seeking records about thenselves cite both laws. This
m nimzes all owabl e fees.

Many agencies will not charge fees for naking a copy of a
Privacy Act file, especially when the file is small. [|f paying
the copying charges is a problem the requester should explain in
the request letter. An agency can waive fees under the Privacy
Act .

F. Requirenents for Agency Responses

Unlike the FOA, there is no fixed time when an agency nust
respond to a request for access to records under the Privacy Act.
It is good practice for an agency to acknow edge receipt of a
Privacy Act request within ten days and to provide the requested
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records within thirty days.

At many agencies, FO A and Privacy Act requests are
processed by the same personnel. Wen there is a backl og of
requests, it takes longer to receive a response. As a practica
matter, there is little that a requester can do when an agency
response is delayed. Requesters should be patient.

Agenci es general ly process requests in the order in which
they were received. Sone agencies will expedite the processing
of urgent requests. Anyone with a pressing need for records
shoul d consult with the agency Privacy Act officer about how to
ask for expedited treatnent of requests.

G Reasons Access May Be Denied Under the Privacy Act

Not all records about an individual nust be disclosed under
the Privacy Act. Sone records may be withheld to protect
i mportant governnent interests such as national security or |aw
enf or cement .

The Privacy Act exenptions are different than the exenptions
of the FOA Under the FOA, any record may be w thheld from
disclosure if it contains exenpt information when a request is
received. The decision to apply an FO A exenption is nade only
after a request has been made. |In contrast, Privacy Act
exenptions apply not to a record but to a system of records.

Bef ore an agency can apply a Privacy Act exenption, the agency
must first issue a regulation stating that there nay be exenpt
records in that system of records.

W thout review ng systemnotices or agency regul ations, it
is hard to tell whether particular Privacy Act records are exenpt
fromdisclosure. However, it is a safe assunption that any
system of records that qualifies for an exenption has been
exenpted by the agency.

Since nost record systens are not exenpt, the exenptions are
not relevant to nost requests. Also, agencies do not always rely
upon avail abl e Privacy Act exenptions unless there is a specific
reason to do so. Thus, sonme records that could be withheld will
neverthel ess be di scl osed upon request.

Because Privacy Act exenptions are conplex and used
i nfrequently, nost requesters need not worry about them The
exenptions are discussed here for those interested in the Act's
details and for reference when an agency w t hhol ds records.
Anyone needi ng nore information about the Privacy Act's
exenptions can begin by reading the relevant sections of the Act.
The conplete text of the Act is reprinted in an appendix to this
gui de. [ 28]

The Privacy Act's exenptions differ fromthose of the FO A
in another inportant way. The FO A is nmostly a disclosure | aw
I nformati on exenpt under the FO A is exenpt from disclosure only.
The Privacy Act, however, inposes many separate requirements on
personal records. Some systens of records are exenpt fromthe
di scl osure requirements, but no systemis exenpt fromall Privacy
Act requirenents

For exanple, no systemof records is ever exenpt fromthe

http://www.cpsr.org/cpstr/foia/citizens_guide_to_foia_93.txt (24 of 76) [8/5/02 2:40:30 PM]



http://www.cpsr.org/cpsr/foia/citizens_guide to_foia 93.txt

requirenent that a description of the system be published. No
system of records can be exenpted fromthe limtations on

di scl osure of the records outside of the agency. No systemis
exenpt fromthe requirenment to naintain an accounting for

di sclosures. No systemis exenpt fromthe restriction against
t he mai nt enance of unauthorized infornmation on the exercise of
First Amendment rights. Al systens are subject to the

requi renent that reasonable efforts be taken to assure that
records di scl osed outside the agency be accurate, conplete,
tinmely, and relevant. Each agency nust naintain proper

adm ni strative controls and security for all systens. Finally,
the Privacy Act's crimnal penalties remain fully applicable to
each system of records

1. General Exenptions

There are two general exenptions under the Privacy Act. The
first applies to all records maintained by the Centra
Intelligence Agency. The second applies to selected records
mai nt ai ned by an agency or conponent whose principal function is
any activity pertaining to crimnal |aw enforcenent. Records of
crimnal | aw enforcenment agencies can be exenpt under the Privacy
Act if the records consist of (A information conpiled to
identify individual crimnal offenders and which consists only of
identifying data and notations of arrests, the nature and
di sposition of crimnal charges, sentencing, confinenent,
rel ease, and parole and probation status; (B) crinina
investigatory records associated with an identifiable individual;
or (C) reports identifiable to a particular individual conpiled
at any stage fromarrest through rel ease from supervi sion.

Systens of records subject to the general exenptions may be
exenpted frommany of the Privacy Act's requirenents. Exenption
fromthe Act's access and correction provisions is the nost
important. An individual has no right under the Privacy Act to
ask for a copy of or to seek correction of a record subject to
the general exenptions.

In practice, these exenptions are not as expansive as they

sound. Mbst agencies that have exenpt records will accept and
process Privacy Act requests. The records will be reviewed on a
case-by-case basis. Agencies will often disclose any information

that does not require protection. Agencies also tend to follow a
simlar policy for requests for correction

Individuals interested in obtaining records fromthe Centra
Intelligence Agency or fromlaw enforcenent agenci es shoul d not
be di scouraged from nmaki ng requests for access. Even if the
Privacy Act access exenption is applied, portions of the record
may still be disclosable under the FOA This is a prinmary
reason individuals should cite both the Privacy Act and the FO A
when requesting records.

The general exenption from access does prevent requesters
fromfiling a | awsuit under the Privacy Act when access is
denied. The right to sue under the FO A is not changed because
of a Privacy Act exenption.

2. Specific Exenptions

There are seven specific Privacy Act exenptions that can be
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applied to systens of records. Records subject to these
exenptions are not exenpt fromas many of the Act's requirenents
as are the records subject to the general exenptions. However,
records exenpt under the specific exenptions are likely to be
exenpt fromthe Privacy Act's access and correction provisions.
Nevert hel ess, since the access and correction exenptions are not
al ways applied when avail abl e, those seeking records should not
be di scouraged from naking a request. Also, the FOA can be used
to seek access to records exenpt under the Privacy Act.

The first specific exenption covers record systens
containing information properly classified in the interest of
nati onal defense or foreign policy. Classified information is
al so exenmpt from di scl osure under the FO A and will normally be
unavai |l abl e under either the FO A and Privacy Acts.

The second specific exenption applies to systens of records
containing investigatory material conpiled for |aw enforcenent
pur poses other than material covered by the general |aw
enforcenment exenption. The specific |aw enforcenent exenption is
limted when -- as a result of the nmaintenance of the records --

an individual is denied any right, privilege, or benefit to
whi ch he or she would be entitled by federal |aw or for which he
or she would otherwi se be entitled. In such a case, disclosure
is required except where disclosure would reveal the identity of
a confidential source who furnished information to the governnent
under an express prom se that the identity of the source would be
held in confidence. |If the information was collected froma
confidential source before the effective date of the Privacy Act
(Septenber 27, 1975), an inplied pronise of confidentiality is
sufficient to permit withholding of the identity of the
source. [ 29]

The third specific exenption applies to systenms of records
mai ntai ned in connection with providing protective services to
the President of the United States or other individuals who
receive protection fromthe Secret Service

The fourth specific exenption applies to systenms of records
required by statute to be maintai ned and used solely as
statistical records.

The fifth specific exenption covers investigatory materia
conpiled solely to determine suitability, eligibility, or
qualifications for federal civilian enploynment, mlitary service,
federal contracts, or access to classified informati on. However,
this exenption applies only to the extent that disclosure of
informati on would reveal the identity of a confidential source
who provided the informati on under a prom se of confidentiality.

The sixth specific exenption applies to systenms of records
that contain testing or exami nation material used solely to
determ ne individual qualifications for appointnment or pronotion
in federal service, but only when disclosure woul d conpronise the
objectivity or fairness of the testing or exam nation process.

Ef fectively, this exenption permts withhol ding of questions used
in enmpl oynent tests.

The seventh specific exenption covers evaluation materia
used to determ ne potential for pronmotion in the arnmed services.
The material is only exenpt to the extent that disclosure would
reveal the identity of a confidential source who provided the
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i nformati on under a pronise of confidentiality.
3. Medical Records

Medi cal records maintained by federal agencies -- for
exanpl e, records at Veterans Administration hospitals -- are not
formally exenpt fromthe Privacy Act's access provisions.
However, the Privacy Act authorizes a special procedure for
medi cal records that operates, at least in part, |like an
exenpti on.

Agenci es may deny individuals direct access to nedica
records, including psychol ogical records, if the agency deens it
necessary. An agency normally reviews nedical records requested
by an individual. |f the agency determ nes that direct
disclosure is unwise, it can arrange for disclosure to a
physi ci an sel ected by the individual or possibly to another
person chosen by the individual

4. Litigation Records

The Privacy Act's access provisions include a genera
limtation on access to litigation records. The Act does not
require an agency to disclose to an individual any information
conpiled in reasonabl e anticipation of a civil action or
proceeding. This Iimtation operates |like an exenption, although
there is no requirenent that the exenption be applied by
regulation to a systemof records before it can be used.

H. Adm nistrative Appeal Procedures For Denial of Access

Unlike the FOA, the Privacy Act does not provide for an
adm ni strative appeal of the denial of access. However, many
agenci es have established procedures that will allow Privacy Act
requesters to appeal a denial of access wi thout going to court.
An administrative appeal is often allowed under the Privacy Act,
even though it is not required, because many individuals cite
both the FO A and Privacy Act when making a request. The FO A
provi des specifically for an adm nistrative appeal, and agencies
are required to consider an appeal under the FO A

When a Privacy Act request for access is denied, agencies
usual ly informthe requester of any appeal rights that are
available. If no information on appeal rights is included in the
denial letter, the requester should ask the Privacy Act O ficer
Unl ess an agency has established an alternative procedure, it is
possi bl e that an appeal filed directly with the head of the
agency will be considered by the agency.

When a request for access is denied under the Privacy Act,
the agency explains the reason for the denial. The expl anation
must nane the system of records and expl ain which exenption is
applicable to the system An appeal may be nmade on the basis
that the record is not exenpt, that the system of records has not
been properly exenpted, or that the record is exenpt but no harm
to an inportant interest will result if the record is disclosed.

There are three basic elenments to a Privacy Act appea
letter. First, the letter should state that the appeal is being
made under the Privacy Act of 1974. |If the FO A was cited when
the request for access was nmade, the letter should state that the
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appeal is also being made under the FO A This is inportant
because the FO A grants requesters statutory appeal rights.

Second, a Privacy Act appeal letter should identify the
deni al that is being appeal ed and the records that were wi thhel d.
The appeal letter should al so explain why the denial of access
was i nmproper or unnecessary.

Third, the appeal should include the requester’'s nane and
address. It is a good practice for a requester to also include a
t el ephone nunber when maki ng an appeal

Appendi x 1 includes a sanple |letter of appeal

I. Amendi ng Records Under the Privacy Act

The Privacy Act grants an inportant right in addition to the
ability to inspect records. The Act permts an individual to
request a correction of a record that is not accurate, relevant,
timely, or conplete. This renedy allows an individual to correct
errors and to prevent incorrect information from being
di ssenminated by the agency or used unfairly against the
i ndi vi dual

The right to seek a correction extends only to records
subject to the Privacy Act. Also, an individual can only correct
errors contained in a record that pertains to hinself or herself.

Records di scl osed under the FO A cannot be anended through the
Privacy Act unless the records are al so subject to the Privacy
Act. Records about unrel ated events or about other people cannot
be anended unless the records are in a Privacy Act file
mai nt ai ned under the name of the individual who is seeking to
make the correction

A request to amend a record should be in witing. Agency
regul ations explain the procedure in greater detail, but the
process is not conplicated. A letter requesting an anendnent of
a record will nornmally be addressed to the Privacy Act officer of
the agency or to the agency official responsible for the
mai nt enance of the record system containing the erroneous
informati on. The envel ope containing the request should be
mar ked "Privacy Act Anendnent Request" on the |ower |eft corner

There are five basic elenents to a request for amending a
Privacy Act record.

First, the letter should state that it is a request to anmend
a record under the Privacy Act of 1974.

Second, the request should identify the specific record and
the specific information in the record for which an anendnent is
bei ng sought.

Third, the request should state why the information is not
accurate, relevant, tinely, or conplete. Supporting evidence may
be included with the request.

Fourth, the request should state what new or additiona
information, if any, should be included in place of the erroneous
informati on. Evidence of the validity of the new or additiona
informati on should be included. |If the information in the file
is wong and needs to be renoved rather than suppl enented or
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corrected, the request should nake this clear

Fifth, the request should include the name and address of
the requester. It is a good idea for a requester to include a
t el ephone nunber.

Appendi x 1 includes a sanple |etter requesting anmendrment of
a Privacy Act record.

J. Appeal s and Requi rements For Agency Responses

An agency that receives a request for anendnent under the
Privacy Act nmust acknow edge receipt of the request within ten
days (not including Saturdays, Sundays, and |egal holidays). The
agency mnust pronptly rule on the request.

The agency may make the amendment requested. |If so, the
agency must notify any person or agency to which the record had
previously been disclosed of the correction

If the agency refuses to make the change requested, the
agency must informthe requester of: (1) the agency's refusal to
anmend the record; (2) the reason for refusing to anmend the
request; and (3) the procedures for requesting a review of the
denial. The agency nust provide the name and busi ness address of
the official responsible for conducting the review.

An agency nust deci de an appeal of a denial of a request for
amendnent within thirty days (excludi ng Saturdays, Sundays, and
| egal holidays), unless the tine period is extended by the agency
for good cause. |If the appeal is granted, the record will be
correct ed.

If the appeal is denied, the agency nust informthe
requester of the right to judicial review |In addition, a
requester whose appeal has been denied also has the right to
place in the agency file a concise statement of disagreement with
the informati on that was the subject of the request for
amendment .

When a statement of disagreenent has been filed and an
agency is disclosing the disputed information, the agency nust
mark the information and provide copies of the statement of
di sagreenment. The agency may al so include a concise statenment of
its reasons for not naking the requested amendnents. The agency
must al so give a copy of the statement of disagreenent to any
person or agency to whomthe record had previously been
di scl osed.

K. Filing a Judicial Appea

The Privacy Act provides a civil renedy whenever an agency
deni es access to a record or refuses to anend a record. An
i ndi vidual may sue an agency if the agency fails to maintain
records with accuracy, relevance, tineliness, and conpl et eness as
is necessary to assure fairness in any agency determ nation and
the agency nakes a determ nation that is adverse to the
i ndividual. An individual may al so sue an agency if the agency
fails to conply with any other Privacy Act provision in a nmanner
that has an adverse effect on the individual
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The Privacy Act protects a wi de range of rights about
personal records naintai ned by federal agencies. The nobst
important are the right to inspect records and the right to seek
correction of records. Qher rights have al so been nenti oned
here, and still others can be found in the text of the Act. Most
of these rights can becone the subject of litigation

An individual may file a |lawsuit against an agency in the
federal district court in which the individual lives, in which
the records are situated, or in the District of Colunmbia. A
|l awsuit must be filed within two years fromthe date on which the
basis for the | awsuit arose.

Most individuals require the assistance of an attorney to
file a judicial appeal. An individual who files a lawsuit and
substantially prevails may be awarded reasonabl e attorney fees
and litigation costs reasonably incurred. Sone requesters may be
able to handle their own appeal without an attorney. Since this
is not alitigation guide, details about the judicial appea
process have not been included. Anyone considering filing an
appeal can begin by reviewi ng the provisions of the Privacy Act
on civil renedies.[30]

NOTES

1. ACtizen's Guide on How to Use the Freedom of I|nformation Act
and the Privacy Act in Requesting Governnent Docunents, House
Report No. 95-796, 95th Cong., 1st Sess. (1977).

2. ACtizen s Guide on Using the Freedomof Information Act and
the Privacy Act of 1974 To Request Government Records, House
Report No. 100-199, 100th Cong., 1st Sess. (1987)

3. Public Law 100-503.

4. A Citizen's @uide on Using the Freedom of Information Act and
the Privacy Act of 1974 To Request Governnent Records, House
Report No. 101-193, 101st Cong., 1st Sess. (1989).

5. ACtizen' s Guide on Using the Freedom of Information Act and
the Privacy Act of 1974 To Request Government Records, House
Report No. 102-146, 102d Cong., 1st Sess. (1991).

6. Letter to WT. Barry, August 4, 1822, in GP. Hunt, ed., IX
The Witings of Janes Madison 103 (1910). The Conmittee w shes
to acknowl edge the assistance of Harold C. Relyea, Specialist,
Ameri can National Governnent, Government Division, Congressiona
Research Service, in the preparation of this report.

7. This Guide is primarily intended to help the general public.
It includes a conpl ete explanation of the basics of the two | aws.
In the interest of producing a guide that would be both sinple
and useful to the intended audience, the Committee deliberately
avoi ded addressing sonme of the issues that are highly
controversial. The Conmittee cautions against treating the
neutrally witten descriptions contained in this report as
definitive expressions of the Conmittee's views of the | aw or
congressional intent.

The Conmittee has expressed its views on sone of these
i ssues in other reports. See, for exanple, Security
Classification Policy and Executive O der 12356, House Report No.
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97-731, 97th Cong., 2d Sess. (1982); Wio Cares About Privacy?
Oversight of the Privacy Act of 1974 by the O fice of Managenent
and Budget and by the Congress, House Report 98-455, 98th Cong.,
1st Sess. (1983); Electronic Collection and Di ssenination of

I nformation by Federal Agencies: A Policy Overview, House Report
99-560, 99th Cong., 2d Sess. (1986); Freedom of Information Act
Amendnent s of 1986, House Report 99-832, 99th Cong., 2d Sess.
(1986) (report to acconpany H R 4862). The latter report is a

| egislative report for a bill reform ng the business procedures
of the FOA The bill did not become |aw. The 1986 anendnents
to the FO A were nmade by the Freedom of Infornation Reform Act of
1986, Public Law 99-570. There were no conmittee reports in

ei ther House or Senate acconpanying the Freedom of Infornmation
Ref orm Act .

8. See, e.g., U S Departnent of Justice, Freedom of Information
Case List (published annually).

9. The Presidential Records Act of 1978, 44 U S.C.  2201-2207
(1982), does mmke the documentary materials of former Presidents
subject to the FOA in part. Presidential papers and docunents

generated after January 20, 1981, will be available -- subject to
certain restrictions and del ays -- under the general franmework of
the FO A

10. Virtually all official records of the Congress are avail able
to the public. The Congressional Record, all bills introduced in
the House and the Senate, and all commttee reports (except for
those containing classified information) are printed and

di ssem nated. Most conmittee hearings are also printed and
avai l abl e. Copi es of npbst congressional publications are
avai l abl e at federal depository libraries throughout the county.
Hi storical records of the Congress are nade available in
accordance with procedures established by House and Senate rul es.

In addition, alnost all activities of the Congress take
place in public. The sessions of the House and Senate are
normal ly open to the public and televised. Myst conmittee
hearings and narkups are open to the public, and sone are
tel evi sed.

11. See, e.g., the Federal Fair Credit Reporting Act, 15 U S.C
1681 et seq. (1982) (providing for access to files of credit

bureaus); the Federal Fanmily Educational Rights and Privacy Act

of 1974, 20 U.S.C. 1232g (1982) (providing for access to records

mai nt ai ned by schools and coll eges). Sone states have enacted

|l aws all owi ng individuals to have access to personnel records

mai nt ai ned by enpl oyers. See, e.d., Mchigan Conpil ed Laws

Annot ated 423.501

12. When records are naintained in a conputer, an agency is

required to retrieve information in response to an FO A request.
The process of retrieving the information may result in the

creation of a new docunent when the data is printed out on paper
or witten on conputer tape or disk. Since this may be the only
way conputerized data can be disclosed, agencies are required to
provide the data even if it neans a new docunent nust be creat ed.

13. The United States Governnent Manual is sold by the
Superintendent of Documents of the U S. Government Printing
Ofice. Virtually every public library should have a copy on its
shel ves.
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14. Al agencies have issued FO A regul ati ons that describe the
request process in greater detail. For exanple, |arge agencies
may have several conponents each of which has its own FO A rul es
A requester who can find agency FO A regul ations in the Code of
Federal Regul ations (available in many libraries) might find it
useful to check these regul ati ons before maki ng a request. A
requester who follows the agency's specific procedures may
receive a faster response. However, the sinple procedures
suggested in this guide will be adequate to nmeet the m ni mum
requirenents for an FO A request.

15. Agencies that take nore than ten days to respond to a request
do not always notify each requester that an extension has been
i nvoked.

16. At the tine that this guide was prepared, the current
Executive Order on Security Cassification was E. O 12356 which
was promnul gated by President Reagan on April 2, 1982. The text
of the order can be found at 47 Federal Register 14874-84 (Apri
6, 1982). The rules for nmandatory review for declassification
are in Section 3.4 of the Executive O der

17. 26 U.S.C. 6103 (1982).
18. 13 U.S.C. 9 (1982).

19. See Predisclosure Notification Procedures for Confidential
Commercial Information, Executive Order 12600 (June 23, 1987).

20. Agency FO A regulations will normally describe the appea
procedures and requirenments with nore specificity. At sone
agenci es, decisions on FO A appeal s have been del egated to ot her
agency officials. Requesters who have an opportunity to review
agency regulations in the Code of Federal Regul ations (avail able
in many libraries) may be able to speed up the processing of the
appeal . However, follow ng the sinple procedures described in
this Guide will be sufficient to nmaintain a proper appeal

21. More information on judicial review under the FO A and
Privacy Act can be found in Adler, Litigation Under the Federa
Freedom of Informati on Act and Privacy Act (American G vi

Li berti es Uni on Foundation) (published annually).

22. The Privacy Act applies to sone records that are not

mai ntai ned by an agency. Subsection (n) of the Act provides
that, when an agency provides by contract for the operation of a
system of records on its behalf, the requirenents of the Privacy
Act apply to those records. As a result, sonme records naintained
outside of a federal agency are subject to the Privacy Act.
Descriptions of these systens are published in the Federa

Regi ster. However, npbst records mmaintained outside of federa
agenci es are not subject to the Privacy Act.

23. The United States CGovernment Manual is sold by the
Superintendent of Documents of the U S. Government Printing
Ofice. Virtually every public library should have a copy.

24. Each systemnotice contains the nane of the system its

| ocation; the categories of individuals covered by the system
the categories of records in the system the |legal authority for
mai nt enance of the system the routine disclosures that may be
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made for records in the system the policies and practices of
storing, retrieving, accessing, retaining, and disposing of
records; the nane and address of the manager of the system
procedures for requesting access to the records; procedures for
requesting correction or anmendnent of the records; the source of
the information in the system and a description of any

di scl osure exenptions that nay be applied to the records in the
system

25. Agencies are required to publish in the Federal Register a
description of each system of records when the systemis
establi shed or anmended. |In the past, agencies were required to
publi sh an annual conpilation in the Federal Register, but that
requirenent was elimnated in 1982. As a result, for npst
agencies it will be difficult to find a conplete list of all
systens of records in the Federal Register. Some agencies do,
however, reprint all systemnotices fromtime to time. An
agency's Privacy Act officer my be able to provide nore

i nformati on about the agency's publication practices.

26. Al agencies have Privacy Act regul ations that describe the
request process in greater detail. Large agencies may have
several conponents, each of which has its own Privacy Act rules
Requesters who can find agency Privacy Act regulations in the
Code of Federal Regul ations (available in many |libraries) mght
read these regul ati ons before nmaking a request. A requester who
follows the agency's specific procedures nmay receive a faster
response. However, the sinple procedures suggested in this guide
are adequate to neet the mninumstatutory requirenents for a
Privacy Act request.

27. An individual seeking records about hinself or herself under
the FO A should not be charged review charges. The only charges
appl i cabl e under the FO A are search and copy charges

28. In 1975, the Ofice of Managenent and Budget issued gui dance
to federal agencies on the Privacy Act of 1974. Those guidelines
are a good source of commentary and expl anation for many of the
provi sions of the Act. The OVB guidelines can be found at 40
Federal Register 28948 (July 9, 1975).

29. This distinction between express and inplied prom ses of
confidentiality is repeated throughout the specific exenptions of
the Privacy Act.

30. See note 21.
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APPENDI X 1: SAMPLE REQUEST AND APPEAL LETTERS
A. Freedom of Information Act Request Letter

Agency Head [or Freedom of Information Act O ficer]
Nanme of Agency

Addr ess of Agency

City, State, Z p Code

Re: Freedom of Informati on Act Request

Dear
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This is a request under the Freedom of Information Act.

I request that a copy of the foll ow ng documents [or
docunents containing the follow ng information] be provided to
me: [identify the docunents or information as specifically as
possi bl e] .

In order to help to determine ny status to assess fees, you
shoul d know that | am (insert a suitable description of the
requester and the purpose of the request).

[ Sampl e requester descriptions:

a representative of the news nmedia affiliated with the
___________ newspaper (magazine, television station, etc.), and
this request is nade as part of news gathering and not for a
comrer ci al use

affiliated with an educati onal or noncommercial scientific
institution, and this request is nade for a scholarly or
scientific purpose and not for a conmercial use.

an individual seeking information for personal use and not
for a comercial use

affiliated with a private corporation and am seeki ng
information for use in the conpany's business.]

[Optional] | amwilling to pay fees for this request up to a
maxi mum of $ . If you estimate that the fees will exceed

this limt, please informne first.

[Optional] | request a waiver of all fees for this request.
Di scl osure of the requested information to ne is in the public
interest because it is likely to contribute significantly to
public understandi ng of the operations or activities of the
governnent and is not primarily in ny comrercial interest.
[l nclude a specific explanation.]

Thank you for your consideration of this request.

Si ncerely,

Name

Addr ess

City, State, Zp Code

Tel ephone nunber [ Optional ]

B. Freedom of Information Act Appeal Letter

Agency Head or Appeal Oficer
Nane of Agency

Addr ess of Agency

City, State, Zp Code

Re: Freedom of Information Act Appea
Dear

This is an appeal under the Freedom of Information Act.
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On (date), | requested docunments under the Freedom of
Information Act. M request was assigned the follow ng
identification nunber: . On (date), | received a

response to ny request in a letter signed by (name of official).
| appeal the denial of ny request.

[Optional] The docunents that were wi thheld nust be
di scl osed under the FO A because. ..

[Optional] | appeal the decision to deny ny request for a
wai ver of fees. | believe that | amentitled to a waiver of
fees. Disclosure of the docunents | requested is in the public
i nterest because the information is likely to contribute
significantly to public understanding of the operations or
activities of government and is not prinmarily in my comrerci al
interest. (Provide details)

[Optional] | appeal the decision to require ne to pay revi ew
costs for this request. | am not seeking the docunents for a
comrercial use. (Provide details)

[Optional] | appeal the decision to require ne to pay search
charges for this request. | ama reporter seeking information as
part of news gathering and not for commercial use.

Thank you for your consideration of this appeal
Si ncerely,
Narme
Addr ess

City, State, Zp Code
Tel ephone Nunber [ Opti onal ]

C. Privacy Act Request for Access Letter

Privacy Act Oficer [or System of Records Manager]
Nane of Agency

Addr ess of Agency

City, State, Zip Code

Re: Privacy Act Request for Access
Dear
This is a request under the Privacy Act of 1974.

I request a copy of any records [or specifically naned
records] about ne nmaintai ned at your agency.

[Optional] To help you to locate ny records, | have had the
followi ng contacts with your agency: [nention job applications,
peri ods of enploynent, |oans or agency progranms applied for,
etc.].

[Optional] Please consider that this request is al so made
under the Freedom of Information Act. Please provide any
additional information that may be avail abl e under the FO A

[Optional] | amwilling to pay fees for this request up to a
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maxi mum of $ . If you estimate that the fees will exceed

this linmt, please informme first.

[Optional] Enclosed is [a notarized signature or other
i dentifying document] that will verify ny identity.

Thank you for your consideration of this request.

Si ncerely,

Name

Addr ess

City, State, Zip Code

Tel ephone nunber [ Optional ]

D. Privacy Act Denial of Access Appeal

Agency Head or Appeal Oficer
Nane of Agency

Addr ess of Agency

City, State, Zp Code

Re: Appeal of Denial of Privacy Act Access Request
Dear

This is an appeal under the Privacy Act of the denial of ny
request for access to records.

On (date), | requested access to records under the Privacy
Act of 1974. M request was assigned the follow ng
i dentification nunber: . On (date), | received a

response to ny request in a letter signed by (name of official).
| appeal the denial of ny request.

[Optional] The records that were withheld should be
di scl osed to ne because .....

[Optional] Please consider that this appeal is also nade
under the Freedom of Information Act. Please provide any
additional information that nmay be avail abl e under the FO A

Thank you for your consideration of this appeal.

Si ncerely,

Name

Addr ess

City, State, Zip Code

Tel ephone Nunber [ Opti onal ]

E. Privacy Act Request to Anend Records
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Privacy Act Oficer [or System of Records Manager]
Nane of Agency

Addr ess of Agency

City, State, Zip Code

Re: Privacy Act Request to Amend Records

Dear

This is a request under the Privacy Act to anmend records
about nysel f nmmintai ned by your agency.

| believe that the following infornmation is not correct:
[Describe the incorrect information as specifically as possible].

The information is not (accurate) (relevant) (tinely)
(conpl ete) because .. ..

[Optional] Enclosed are copies of docunments that show that
the information is incorrect.

I request that the information be [del eted] [changed to
read:].

Thank you for your consideration of this request.

Si ncerely,

Name

Addr ess

City, State, Z p Code

Tel ephone Nunber [ Optional ]

F. Privacy Act Appeal of Refusal to Amend Records

Agency Head or Appeal Oficer
Nanme of Agency

Addr ess of Agency

City, State, Z p Code

Re: Privacy Act Appeal of Refusal to Amend Records
Dear

This is an appeal under the Privacy Act of the refusal of
your agency to anend records as | requested.

On (date), | requested that records about ne be anmended. My
request was assigned the followi ng identification nunber _
On (date), | was infornmed by (nanme of official) that nmy request
was rejected. | appeal the rejection of ny request.

The rejection of ny request for amendnment was wrong because

[Optional] | enclose additional evidence that shows that the
records are incorrect and that the amendnment | requested is
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appropri at e.
Thank you for your consideration of this appeal.

Si ncerely,

Name

Addr ess

City, State, Z p Code

Tel ephone Nunber [ Optional ]
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APPENDI X 2: Bl BLI OGRAPHY OF CONGRESSI ONAL PUBLI CATI ONS ON
THE FREEDOM OF | NFORVATI ON ACT

CONGRESSI ONAL HEARI NGS, REPORTS, DOCUMENTS, AND PRI NTS
(LI STED CHRONCLOG CALLY BY PUBLI CATI ON DATE)
Note on availability: Mst of these publications are out of
print. Copies of all congressional publications should be

avai l abl e at Federal Depository Libraries |ocated throughout the
country.

1964

Senate Conmittee on the Judiciary. Carifying and
Protecting the Right of the Public to Information and for O her
Purposes. S. Rept. 1219, 88th Congress, 2d Session. 1964.

Senate Conmmittee on the Judiciary. Freedom of |nformation.
Hearings, 98th Congress, 1st Session. 1964.
1965

House Conmittee on Government Operations. Federal Public
Records Law. Hearings, 89th Congress, 2d Session. 1965.

Senate Committee on the Judiciary. Admnistrative Procedure
Act. Hearings, 89th Congress, 1st Session. 1965.

Senate Conmittee on the Judiciary. Carifying and
Protecting the Right of the Public to Information, and for O her
Purposes. S. Rept. 813, 89th Congress, 1st Session. 1965.
1966

House Conmittee on Covernment Operations. Cdarifying and
Protecting the Right of the Public to Information. H. Rept.
1497, 89th Congress, 2d Session. 1966.

1967

House Conmittee on the Judiciary. Codification of Public
Law 89-487. H Rept. 125, 90th Congress, 1st Session. 1967.
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Senate Conmittee on the Judiciary. Amending Section 552 of
Title 5, United States Code. S. Rept. 248, 90th Congress, 1st
Session. 1967.

1968

House Conmittee on Government Qperations. Freedom of
Informati on Act (Conpilation and Anal ysis of Departnental
Regul ations Inplenenting 5 U S.C. 552). Committee print, 90th
Congress, 2d Session. 1968.

Senate Committee on the Judiciary. The Freedom of
Informati on Act (Ten Months Review). Committee print, 90th
Congress, 2d Session. 1968.

1972

House Conmittee on Government Operations. Admnistration of
the Freedom of Information Act. H Rept. 92-1419, 92nd Congress,
2d Session. 1972.

House Conmittee on Government Operations. Sale or
Distribution of Mailing Lists By Federal Agencies. Hearings,
92nd Congress, 2d Session. 1972.

House Conmittee on Government Qperations. U S. Governnent
Information Policies and Practices-Adnm nistration and QOperation
of the Freedomof Information Act. (Parts 4-6). Hearings, 92nd
Congress, 2d Session. 1972.

House Conmittee on Government Operations. U S. Governnent
Information Policies and Practices-Security C assification
Probl ens | nvol ving Subsection (b)(1) of the Freedom of
Information Act. (Part 7). Hearings, 92nd Congress, 2d Session.
1972.

1973

House Conmittee on Covernment Operations. Availability of
Information to Congress. Hearings, 93rd Congress, 1st Session.
1973.

House Conmittee on Government Operations. Executive
Classification of Information-Security C assification Problens
I nvol ving Exenption (b)(1) of the Freedom of Information Act (5
US. C 552). H Rept. 93-221, 93rd Congress, 1st Session. 1973.

House Conmittee on Governnment Qperations. The Freedom of
Information Act. Hearings, 93rd Congress, 1st Session. 1973.

Senate Committee on Governnment Operations and Committee on
the Judiciary. Executive Privilege, Secrecy in Governnent,
Freedom of Information. Hearings, 93rd Congress, 1lst Session.
1973.

1974

House Conmittee on CGovernment Operations. Anending Section
552 of Title 5, United States Code, Known as the Freedom of
Information Act. H Rept. 93-876, 93rd Congress, 2d Session.
1974.
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House Conmittee on Covernment Operations. Anending the
Freedom of Information Act to Require that Informati on Be Made
Avail able to Congress. H. Rept. 93-990, 93rd Congress, 2d
Session. 1974,

House Conmittee on Government Operations. Security
Classification Reform Hearings, 93rd Congress, 2d Session
1974.

House of Representatives. Message fromthe President of the
United States. Vetoing H R 12471, Amend Freedom of |nfornation
Act. H Doc. 93-383, 93rd Congress, 2d Session. 1974,

House/ Senate Conmmittee of Conference. Freedom of
I nformati on Act Amendnents. H Rept. 93-1380 or S. Rept. 93-
1200, 93rd Congress, 2d Session. 1974.

Senate Committee on the Judiciary. Amending the Freedom of
Information Act. S. Rept. 93-854, 93rd Congress, 2d Session
1974.

Senate Committee on the Judiciary. Freedom of Information
Act Source Book: Legislative Materials, Cases, Articles. S. Doc.
93-82, 93rd Congress, 2d Session. 1974.

1975

House Conmittee on Government QOperations and Senate
Conmittee on the Judiciary. Freedomof Information Act and
Amendnents of 1974 (P.L. 93-502). Source Book: Legislative
Hi story, Texts, and O her Docunents. Joint comrittee print, 94th
Congress, 1st Session. 1975.

1977

House Conmittee on Governnment Qperations. Business Record
Exenpti on of the Freedom of Information Act. Hearings, 95th
Congress, 1st Session. 1977.

Senate Committee on the Judiciary. Freedom of I|nfornmation
Act. Hearings, 95th Congress, 1st Session. 1977

1978

House Conmittee on Covernment Operations. FBI Conpliance
with the Freedomof Information Act. Hearing, 95th Congress, 2d
Session. 1978.

House Conmittee on Government Operations. Freedom of
I nformati on Act Requests for Business Data and Reverse-FO A
Lawsuits. H Rept. 95-1382, 95th Congress, 2d Session. 1978.

Senate Committee on the Judiciary. The Erosion of Law
Enforcenment Intelligence and Its Inpact on the Public Security.
Conmittee print, 95th Congress, 2d Session. 1978.

Senate Committee on the Judiciary. The Erosion of Law
Enforcenment Intelligence and Its Inpact on the Public Security.
Hearings, 95th Congress, 1st and 2d Sessions. 1977-1978.

http://www.cpsr.org/cpstr/foia/citizens_guide_to_foia_93.txt (40 of 76) [8/5/02 2:40:30 PM]



http://www.cpsr.org/cpsr/foia/citizens_guide to_foia 93.txt

1979

House Conmittee on Governnment Qperations. Security
Classification Exenption to the Freedom of Information Act.
Hearing, 95th Congress, 1st Session. 1979.

1980

House Pernmanent Sel ect Committee on Intelligence. |npact of
the Freedom of Information Act and the Privacy Act on
Intelligence Activities. Hearing, 96th Congress, 1lst Session.
1980.

Senate Conmittee on Governnental Affairs. Oversight of the
Admi ni stration of the Federal Freedom of |Information Act.
Hearings, 96th Congress, 2d Session. 1980.

Senate Committee on the Judiciary. Agency |Inplenentation of
the 1974 Amendments to the Freedom of Information Act. Committee
print, 95th Congress, 2d Session. 1980.

1981

House Conmittee on Government Operations. Freedom of
Informati on Act Oversight. Hearings, 97th Congress, 1st Session.
1981.

House Conmittee on Governnment Qperations. The Freedom of
Information Act: Central Intelligence Agency Exenptions.
Hearings, 96th Congress, 2d Session.

1981.

House Conmittee on Government Operations. The Freedom of
I nformation Act: Federal Law Enforcenent |nplenentation.
Hearing, 96th Congress, 1st Session.
1981.
1982

Senate Committee on the Judiciary. Freedom of I|nfornmation
Act. Hearings, 97th Congress, 1st Session. 1982.

Senate Committee on the Judiciary. The Freedom of
Information Reform Act. S. Rept. 97-690, 97th Congress, 2d
Session. 1982.

1983

Senate Committee on the Judiciary. Freedom of Information
Reform Act. S. Rept. 98-221, 98th Congress, 1st Session. 1983.

1984

Senate Committee on the Judiciary. Freedom of Information
Ref orm Act. Hearings, 98th Congress, 1st Session. 1984.

1985
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House Conmittee on Government Operations. The Freedom of
Informati on Reform Act. Hearings, 98th Congress, 2d Session
1985.

Senate Committee on the Judiciary. Amendnents to the
Freedom of Information Act. Hearing, 98th Congress, 2d Session
1985.

1986

House Conmittee on CGovernment Operations. Freedom of
I nformati on Act Amendnents of 1986. Hearing, 99th Congress, 2d
Session. 1986.

House Conmittee on Government Operations. Freedom of
I nformati on Act Amendnents of 1986. H Rept. 99-832, 99th
Congress, 2d Session. 1986
1988

House Conmittee on Government Operations. FO A Alternate
Di spute Resol ution Proposals. Hearings, 100th Congress, 1st
Session. 1988.
1989

Senate Committee on the Judiciary. The Freedom of
Information Act. Hearing, 100th Congress, 2d Session. 1989
1990

House Conmittee on Governnment Qperations. Federa
Informati on Di ssem nation Policies and Practices. Hearings,
101st Congress, 1st Session. 1990.

House Conmittee on Covernment Operations. Paperwork
Reducti on and Federal |nformation Resources Managenent Act of
1990. H Rept. 101-927, 101st Congress, 2d Session. 1990.
1991

House Conmittee on Covernment Operations, Creative Ways of
Usi ng and Di ssem nating Federal Information. Hearings, 102nd
Congress, 1st & 2d Session. 1991, 1992

* %k k k%

APPENDI X 3: Bl BLI OGRAPHY OF CONGRESSI ONAL PUBLI CATI ONS
ON
THE PRI VACY ACT COF 1974

CONGRESSI ONAL HEARI NGS, REPCRTS, DOCUMENTS, AND PRI NTS
(LI STED CHRONCLOG CALLY BY PUBLI CATI ON DATE)

Note on availability: Mst of these publications are out of
print. Copies of all congressional publications should be
avai l abl e at Federal Depository Libraries |ocated throughout the
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country.
1972

House Conmittee on Government Qperations. Records
Mai nt ai ned By Government Agencies. Hearings, 92nd Congress, 2d
Session. 1972.

1974

House Conmittee on Governnment Operations. Access to
Records. Hearings, 93rd Congress, 2d Session. 1974.

House Conmittee on Government COperations. Federa
I nformati on Systenms and Pl ans- Federal Use and Devel opnent of
Advanced | nformati on Technol ogy. Hearings, 93rd Congress, 1st
and 2d Sessions. 1973-1974.

House Conmittee on Government Operations. Privacy Act of
1974. H. Rept. 93-1416, 93rd Congress, 2d Session. 1974.

Senate Committee on Government QOperations. Protecting
I ndi vidual Privacy in Federal Gathering, Use and Discl osure of
Information. S. Rept. 93-1183, 93rd Congress, 2d Session. 1974.

Senate Committee on Government Operations. Materials
Pertaining to S. 3418 and Protecting |ndividual Privacy in
Federal Gathering, Use and Disclosure of Information. Committee
print, 93rd Congress, 2d Session. 1974.

Senate Committee on Government Operations and Committee on
the Judiciary. Privacy: The Collection, Use, and Conputerization
of Personal Data. Joint hearings, 93rd Congress, 2d Session
1974.

Senate Committee on the Judiciary. Federal Data Banks and
Constitutional Rights. [Sumary.] Commttee print, 93rd
Congress, 2d Session. 1974.

Senate Committee on the Judiciary. Federal Data Banks and
Constitutional Rights. Committee print, 93rd Congress, 2d
Session. 1974. 6 v.

1975

House Conmittee on Government COperations. Centra
Intelligence Agency Exenption in the Privacy Act of 1974.
Hearings, 94th Congress, 1st Session. 1975.

House Conmittee on Government Operations. |nplenmentation of
the Privacy Act of 1974: Data Banks. Hearing, 94th Congress, 1st
Session. 1975.

1976

House Conmittee on Government Operations. Notification to
Victims of Inproper Intelligence Agency Activities. Hearings,
94t h Congress, 2d Session. 1976

Senate Committee on Government Operations and House
Conmittee on Government Operations. Legislative History of the
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Privacy Act of 1974, S. 3418 (Public Law 93-579): Source Book on
Privacy. Joint conmittee print, 94th Congress, 2d Session.
1976.

1977

Senate Committee on Governnental Affairs and House Committee
on CGovernnent Operations. Final Report of the Privacy Protection
Study Conmi ssion. Joint hearing, 95th Congress, 1lst Session
1977.

1978

House Conmittee on Covernment Operations. Privacy and
Confidentiality Report and Fi nal Recommendati ons of the
Conmi ssion on Federal Paperwork. Hearing, 95th Congress, 1st
Session. 1978.

House Conmittee on Government Operations. R ght to Privacy
Proposal s of the Privacy Protection Study Conm ssion. Hearings,
95t h Congress, 2d Session. 1978.

1980

House Conmittee on CGovernment Operations. Federal Privacy
of Medical Information Act. H Rept. 96-832 Part 1, 96th
Congress, 2d Session., 1980.

House Conmittee on Government Qperations. Privacy of
Medi cal Records. Hearings, 96th Congress, 1st Session. 1980.

House Conmittee on Government Operations. Public Reaction
to Privacy |Issues. Hearing, 96th Congress, 1st Session. 1980.

House Conmittee on Interstate and Foreign Comrerce. Federa
Privacy of Medical Information Act. H Rept. 96-832 Part 2, 96th
Congress, 2d Session. 1980.

House Conmittee on Ways and Means. Description and Bri ef
Anal ysis of H R 5935, Federal Privacy of Medical Information
Act. Conmmttee print, 96th Congress, 2d Session. 1980.

House Conmittee on Ways and Means. Federal Privacy of
Medi cal Information Act. Hearing, 96th Congress, 2d Session
1980.

House Conmittee on Ways and Means. Federal Privacy of
Medi cal Information Act, H R 5935. Conmittee print, 96th
Congress, 2d Session. 1980.
1981

House Conmittee on CGovernment Operations. Confidentiality
of Insurance Records. Hearings, 96th Congress, 1st and 2d
Sessions. 1981.

House Conmittee on Government Qperations. Debt Collection
Act of 1981. Hearing, 97th Congress, 1lst Session. 1981

House Conmittee on Covernment COperations. Privacy Act
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Anmendnents. H. Rept. 97-147 Part 1, 97th Congress, 1st Session.
1981.

1983

House Conmittee on Covernment Operations. Oversight of the
Privacy Act of 1974. Hearings, 98th Congress, 1st Session.
1983.

House Conmittee on Government Operations. Wo Cares About
Privacy? Oversight of the Privacy Act of 1974 by the Ofice of
Management and Budget and by the Congress. H. Rept. 98-455, 98th
Congress, 1st Session. 1983.

Senate Committee on Governmental Affairs. Oversight of
Conputer Matching to Detect Fraud and M snanagenent in Governnent
Prograns. Hearings, 97th Congress, 2d Session. 1983.

1984

House Conmittee on Government Qperations. Privacy and 1984:
Public Opinions on Privacy |ssues. Hearing, 98th Congress, 1st
Session. 1984.

Senate Committee on Governmental Affairs. Conputer
Mat chi ng: Taxpayer Records. Hearing, 98th Congress, 2d Session.
1984.

1986

Senate Conmittee on Governnental Affairs. Conputer Matching
and Privacy Protection Act of 1986. Hearing, 99th Congress, 2d
Session. 1986.

1987

House Conmittee on Covernment Operations. Conputer Matching
and Privacy Protection Act of 1987. Hearing, 100th Congress, 1st
Session. 1987.

1988

House Conmittee on Covernment Operations. Conputer Matching
and Privacy Protection Act of 1988. H Rept. 100-802, 100th
Congress, 2d Session. 1988.

1990

House Conmittee on Covernment Operations. Conputer Matching
and Privacy Protection Armendnents of 1990. Hearing, 101st
Congress, 2d Session. 1990.

House Conmittee on CGovernment Operations. Computer Matching
and Privacy Protection Arendnments of 1990. H Rept. 101-768,
101st Congress, 2d Session. 1990.

House Conmittee on Governnment Qperations. Data Protection,
Conputers, and Changing Information Practices. Hearing, 101st
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Congress, 2d Session. 1990.
1991

House Conmittee on Government Operations. Donmestic and
International Data Protection |Issues. Hearing, 102nd Congress,
1st Session. 1991
1992

House Conmittee on Government Operations. Designing Genetic
Information Policy: The Need for an |Independent Policy Review of
the Ethical, Legal, and Social Inplications of the Hunan Genone
Project. H Rept. 102-478, 102nd Congress, 2d Session. 1992.

* %k k k%

APPENDI X 4: TEXT OF THE FREEDOM OF | NFORVATI ON ACT

TITLE 5, UN TED STATES CODE

* * * * *
PART | -- THE AGENCI ES GENERALLY
* * * * *

CHAPTER 5 -- ADM NI STRATI VE

* * * * *
SUBCHAPTER || - ADM NI STRATI VE PROCEDURE
* * * * *

Sec. 552. Public information; agency rules, opinions, orders,
records, and proceedings

(a) Each agency shall nmake available to the public information as
fol |l ows:

(1) Each agency shall separately state and currently publish in
the Federal Register for the guidance of the public -

(A) descriptions of its central and field organi zation and the
establ i shed places at which, the enployees (and in the case of a
uni formed service, the nmenbers) fromwhom and the nethods
whereby, the public may obtain information, make submittals or
requests, or obtain decisions;

(B) statenents of the general course and nethod by which its
functions are channel ed and determ ned, including the nature and
requirenents of all formal and informal procedures avail abl e;

(O rules of procedure, descriptions of forns available or the
pl aces at which fornms may be obtained, and instructions as to the
scope and contents of all papers, reports, or exam nations;

(D) substantive rules of general applicability adopted as
aut hori zed by | aw, and statenments of general policy or
interpretations of general applicability fornul ated and adopted
by the agency; and

(E) each anendnent, revision, or repeal of the foregoing.

Except to the extent that a person has actual and tinely notice of
the terns thereof, a person may not in any nmanner be required to
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resort to, or be adversely affected by, a matter required to be

published in the Federal Register and not so published. For the

pur pose of this paragraph, matter reasonably available to the class
of persons affected thereby is deenmed published in the Federa

Regi ster when incorporated by reference therein with the approva

of the Director of the Federal Register

(2) Each agency, in accordance with published rules, shall nake
avai |l abl e for public inspection and copying -

(A) final opinions, including concurring and di ssenting
opinions, as well as orders, nmade in the adjudication of cases;

(B) those statenents of policy and interpretations which have
been adopted by the agency and are not published in the Federa
Regi ster; and

(O administrative staff nmanuals and instructions to staff that
af fect a nenber of the public;

unl ess the nmaterials are pronptly published and copies offered for
sale. To the extent required to prevent a clearly unwarranted

i nvasi on of personal privacy, an agency may del ete identifying
details when it nmakes avail able or publishes an opinion, statenent
of policy, interpretation, or staff manual or instruction

However, in each case the justification for the deletion shall be
explained fully in witing. Each agency shall also maintain and
make avail able for public inspection and copying current indexes
providing identifying information for the public as to any natter
i ssued, adopted, or pronulgated after July 4, 1967, and required by
this paragraph to be nade avail able or published. Each agency
shal |l pronptly publish, quarterly or nore frequently, and
distribute (by sale or otherw se) copies of each index or

suppl enents thereto unless it determ nes by order published in the
Federal Register that the publication would be unnecessary and

i npracticable, in which case the agency shall nonethel ess provide
copi es of such index on request at a cost not to exceed the direct
cost of duplication. A final order, opinion, statenent of policy,
interpretation, or staff manual or instruction that affects a
menber of the public may be relied on, used, or cited as precedent
by an agency agai nst a party other than an agency only if -

(i) it has been indexed and either nade avail able or published
as provided by this paragraph; or

(ii) the party has actual and tinmely notice of the terms
t her eof .

(3) Except with respect to the records nmade avail abl e under
paragraphs (1) and (2) of this subsection, each agency, upon any
request for records which (A) reasonably describes such records and
(B) is nmade in accordance with published rules stating the tine,
pl ace, fees (if any), and procedures to be followed, shall nake the
records pronptly available to any person

(4)(A (i) In order to carry out the provisions of this section,
each agency shall promul gate regul ati ons, pursuant to notice and
recei pt of public conmment, specifying the schedul e of fees
applicable to the processing of requests under this section and
est abl i shing procedures and gui delines for determ ning when such
fees should be waived or reduced. Such schedule shall conformto
the gui delines which shall be promul gated, pursuant to notice and
recei pt of public conmment, by the Director of the Ofice of
Managenent and Budget and which shall provide for a uniform
schedul e of fees for all agencies.

(ii) Such agency regul ations shall provide that -

(1) fees shall be limted to reasonabl e standard charges for
docunent search, duplication, and review, when records are
requested for commercial use;

(I'l') fees shall be linted to reasonabl e standard charges for
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docunent duplication when records are not sought for comercia

use and the request is nade by an educational or noncomrerci al

scientific institution, whose purpose is scholarly or scientific
research; or a representative of the news nedia; and

(I'11) for any request not described in (1) or (Il1), fees shal
be limted to reasonabl e standard charges for docunent search and
dupl i cati on.

(iii) Docunents shall be furnished without any charge or at a
charge reduced bel ow the fees established under clause (ii) if
di sclosure of the information is in the public interest because it
is likely to contribute significantly to public understandi ng of
the operations or activities of the governnent and is not primarily
in the comercial interest of the requester

(iv) Fee schedul es shall provide for the recovery of only the
direct costs of search, duplication, or review Review costs shal
include only the direct costs incurred during the initial
exam nation of a document for the purposes of determn ning whether
t he docunments must be di scl osed under this section and for the
pur poses of wi thhol ding any portions exenpt from di scl osure under
this section. Review costs may not include any costs incurred in
resol ving issues of law or policy that may be raised in the course
of processing a request under this section. No fee nmay be charged
by any agency under this section -

(I') if the costs of routine collection and processing of the
fee are likely to equal or exceed the anobunt of the fee; or

(I'1) for any request described in clause (ii) (Il) or (1I1) of
this subparagraph for the first two hours of search tine or for
the first one hundred pages of duplication

(v) No agency mmy require advance paynent of any fee unless the
requester has previously failed to pay fees in a tinely fashion, or
the agency has determined that the fee will exceed $250.

(vi) Nothing in this subparagraph shall supersede fees chargeabl e
under a statute specifically providing for setting the |evel of
fees for particular types of records.

(vii) In any action by a requester regarding the wai ver of fees
under this section, the court shall determ ne the matter de novo:
Provi ded, That the court's review of the matter shall be limted to
the record before the agency.

(B) On conplaint, the district court of the United States in the
district in which the conplainant resides, or has his principa
pl ace of business, or in which the agency records are situated, or
in the District of Colunbia, has jurisdiction to enjoin the agency
from wi t hhol di ng agency records and to order the production of any
agency records inproperly withheld fromthe conplainant. In such a
case the court shall determne the matter de novo, and rmay exam ne
the contents of such agency records in canera to determ ne whet her
such records or any part thereof shall be w thheld under any of the
exenptions set forth in subsection (b) of this section, and the
burden is on the agency to sustain its action

(O Notwi thstandi ng any other provision of |aw, the defendant
shal | serve an answer or otherw se plead to any conpl ai nt nade
under this subsection within thirty days after service upon the
def endant of the pleading in which such conplaint is made, unless
the court otherwi se directs for good cause shown.

((D) Repealed. Pub. L. 98-620, title IV, Sec. 402(2), Nov. 8,
1984, 98 Stat. 3357.)

(E) The court may assess against the United States reasonabl e
attorney fees and other litigation costs reasonably incurred in any
case under this section in which the conplainant has substantially
prevai |l ed.
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(F) Whenever the court orders the production of any agency
records inproperly withheld fromthe conpl ai nant and assesses
against the United States reasonable attorney fees and ot her
litigation costs, and the court additionally issues a witten
finding that the circunstances surrounding the wi thhol ding raise
questi ons whet her agency personnel acted arbitrarily or
capriciously with respect to the withholding, the Special Counse
shall pronptly initiate a proceeding to determ ne whet her
disciplinary action is warranted agai nst the officer or enployee
who was prinmarily responsible for the withholding. The Special
Counsel , after investigation and consideration of the evidence
submitted, shall submt his findings and recomendations to the
adm nistrative authority of the agency concerned and shall send
copi es of the findings and recommendations to the officer or
enpl oyee or his representative. The administrative authority shal
take the corrective action that the Special Counsel recommends.

(G In the event of nonconpliance with the order of the court,
the district court may punish for contenpt the responsible
enpl oyee, and in the case of a unifornmed service, the responsible
memnber .

(5) Each agency having nore than one nenber shall nmintain and
make avail able for public inspection a record of the final votes of
each nmenber in every agency proceeding.

(6) (A) Each agency, upon any request for records nade under
paragraph (1), (2), or (3) of this subsection, shall -

(i) determine within ten days (excepting Saturdays, Sundays,
and | egal public holidays) after the receipt of any such request
whet her to conply with such request and shall imrediately notify
t he person naki ng such request of such determnation and the
reasons therefor, and of the right of such person to appeal to
the head of the agency any adverse deternination; and

(ii) make a determination with respect to any appeal within
twenty days (excepting Saturdays, Sundays, and |legal public
hol i days) after the receipt of such appeal. |If on appeal the
deni al of the request for records is in whole or in part upheld,
the agency shall notify the person maki ng such request of the
provi sions for judicial review of that deternination under
par agraph (4) of this subsection
(B) I'n unusual circunstances as specified in this subparagraph

the tinme limts prescribed in either clause (i) or clause (ii) of
subparagraph (A) nay be extended by witten notice to the person
maki ng such request setting forth the reasons for such extension
and the date on which a determination is expected to be

di spatched. No such notice shall specify a date that would result
in an extension for nore than ten working days. As used in this
subpar agraph, 'unusual circunstances' neans, but only to the extent
reasonably necessary to the proper processing of the particular
request -

(i) the need to search for and collect the requested records
fromfield facilities or other establishnents that are separate
fromthe office processing the request;

(ii) the need to search for, collect, and appropriately exam ne
a vol um nous anount of separate and distinct records which are
demanded in a single request; or

(iii) the need for consultation, which shall be conducted with
all practicable speed, with another agency having a substantia
interest in the determ nation of the request or anbng two or nore
conponents of the agency having substantial subject-matter
i nterest therein.

(O Any person naking a request to any agency for records under
paragraph (1), (2), or (3) of this subsection shall be deened to
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have exhausted his adnministrative renedies with respect to such
request if the agency fails to conply with the applicable tine
limt provisions of this paragraph. |f the Government can show
exceptional circunstances exist and that the agency is exercising
due diligence in responding to the request, the court may retain
jurisdiction and all ow the agency additional tine to conplete its
review of the records. Upon any determ nation by an agency to
comply with a request for records, the records shall be nade
pronptly avail able to such person naeki ng such request. Any
notification of denial of any request for records under this
subsection shall set forth the names and titles or positions of
each person responsible for the denial of such request.

(b) This section does not apply to matters that are -

(1) (A) specifically authorized under criteria established by an
Executive order to be kept secret in the interest of nationa
defense or foreign policy and (B) are in fact properly classified
pursuant to such Executive order

(2) related solely to the internal personnel rules and
practices of an agency;

(3) specifically exenpted fromdi sclosure by statute (other
than section 552b of this title), provided that such statute (A)
requires that the matters be withheld fromthe public in such a
manner as to | eave no discretion on the issue, or (B) establishes
particular criteria for withholding or refers to particular types
of matters to be withheld;

(4) trade secrets and commercial or financial information
obtai ned froma person and privileged or confidential;

(5) inter-agency or intra-agency nenoranduns or letters which
woul d not be available by lawto a party other than an agency in
litigation with the agency;

(6) personnel and nedical files and simlar files the
di scl osure of which would constitute a clearly unwarranted
i nvasi on of personal privacy;

(7) records or information conpiled for |aw enforcenent
pur poses, but only to the extent that the production of such | aw
enforcement records or information (A) could reasonably be
expected to interfere with enforcenent proceedings, (B) would
deprive a person of aright to a fair trial or an inpartial
adj udi cation, (C) could reasonably be expected to constitute an
unwarrant ed i nvasi on of personal privacy, (D) could reasonably be
expected to disclose the identity of a confidential source,
including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidentia
basis, and, in the case of a record or information conpiled by
crimnal |aw enforcenment authority in the course of a crinmina
i nvestigation or by an agency conducting a | awful nationa
security intelligence investigation, information furnished by a
confidential source, (E) would disclose techni ques and procedures
for | aw enforcenent investigations or prosecutions, or would
di scl ose guidelines for |aw enforcenent investigations or
prosecutions if such disclosure could reasonably be expected to
risk circunvention of the law, or (F) could reasonably be
expected to endanger the life or physical safety of any
i ndi vi dual ;

(8) contained in or related to exam nation, operating, or
condition reports prepared by, on behalf of, or for the use of an
agency responsible for the regulation or supervision of financial
institutions; or

(9) geol ogi cal and geophysical information and data, including
maps, concerning wells.

http://www.cpsr.org/cpstr/foia/citizens_guide_to_foia_93.txt (50 of 76) [8/5/02 2:40:30 PM]



http://www.cpsr.org/cpsr/foia/citizens_guide to_foia 93.txt

Any reasonably segregable portion of a record shall be provided to
any person requesting such record after deletion of the portions
whi ch are exenpt under this subsection

(c) (1) Whenever a request is nmade which involves access to
records described in subsection (b)(7)(A) and -

(A) the investigation or proceeding involves a possible
violation of crimnal |aw, and

(B) there is reason to believe that (i) the subject of the
i nvestigation or proceeding is not aware of its pendency, and
(ii) disclosure of the existence of the records could reasonably
be expected to interfere with enforcenent proceedings,

the agency may, during only such time as that circunstance
continues, treat the records as not subject to the requirenents of
this section.

(2) Whenever informant records maintained by a crimnal |aw
enf orcement agency under an informant's nane or personal identifier
are requested by a third party according to the informant's name or
personal identifier, the agency may treat the records as not
subject to the requirenents of this section unless the informant's
status as an informant has been officially confirned.

(3) Whenever a request is nmade which involves access to records
mai nt ai ned by the Federal Bureau of Investigation pertaining to
foreign intelligence or counterintelligence, or internationa
terrorism and the existence of the records is classified
i nformati on as provided in subsection (b)(1), the Bureau may, as
I ong as the existence of the records renmains classified
information, treat the records as not subject to the requirenments
of this section.

(d) This section does not authorize wthhol ding of information or
limt the availability of records to the public, except as
specifically stated in this section. This section is not authority
to withhold information from Congress.

(e) On or before March 1 of each cal endar year, each agency shal
submit a report covering the preceding cal endar year to the Speaker
of the House of Representatives and President of the Senate for
referral to the appropriate comrttees of the Congress. The report
shal | include -

(1) the nunber of deterninations nade by such agency not to
conmply with requests for records nmade to such agency under
subsection (a) and the reasons for each such determ nation;

(2) the nunber of appeals nmade by persons under subsection
(a)(6), the result of such appeals, and the reason for the action
upon each appeal that results in a denial of information;

(3) the nanmes and titles or positions of each person
responsi ble for the denial of records requested under this
section, and the number of instances of participation for each;

(4) the results of each proceedi ng conducted pursuant to
subsection (a)(4)(F), including a report of the disciplinary
action taken against the officer or enployee who was primarily
responsi ble for inproperly withhol ding records or an expl anation
of why disciplinary action was not taken;

(5) a copy of every rule nade by such agency regarding this
section;

(6) a copy of the fee schedule and the total anbunt of fees
coll ected by the agency for making records avail able under this
section; and

(7) such other information as indicates efforts to adm nister
fully this section.

The Attorney Ceneral shall subnmit an annual report on or before
March 1 of each cal endar year which shall include for the prior
cal endar year a listing of the nunber of cases arising under this

http://www.cpsr.org/cpstr/foia/citizens_guide_to_foia_93.txt (51 of 76) [8/5/02 2:40:30 PM]



http://www.cpsr.org/cpsr/foia/citizens_guide to_foia 93.txt

section, the exenption involved in each case, the disposition of
such case, and the cost, fees, and penalties assessed under
subsections (a)(4)(E), (F), and (G . Such report shall also include
a description of the efforts undertaken by the Departnent of
Justice to encourage agency conpliance with this section

(f) For purposes of this section, the term'agency' as defined in
section 551(1) of this title includes any executive departnent,
mlitary departnent, Governnent corporation, Governnent controlled
corporation, or other establishnment in the executive branch of the
Government (including the Executive Ofice of the President), or
any i ndependent regul atory agency.

SOURCE

(Pub. L. 89-554, Sept. 6, 1966, 80 Stat. 383; Pub. L. 90-23, Sec.
1, June 5, 1967, 81 Stat. 54; Pub. L. 93-502, Sec. 1-3, Nov. 21
1974, 88 Stat. 1561-1564; Pub. L. 94-409, Sec. 5(b), Sept. 13,
1976, 90 Stat. 1247; Pub. L. 95-454, title I X Sec. 906(a)(10),
Cct. 13, 1978, 92 Stat. 1225; Pub. L. 98-620, title IV, Sec.
402(2), Nov. 8, 1984, 98 Stat. 3357; Pub. L. 99-570, title I, Sec.
1802, 1803, Cct. 27, 1986, 100 Stat. 3207-48, 3207-49.)

H storical and Revi sion Notes

1966 Act
Derivation U. S. Code Revi sed Statutes and
Statutes at Large
5 U S . C 1002. June 11, 1946, ch.
324, Sec. 3, 60
Stat. 238.

In subsection (b)(3), the words 'fornulated and' are onmtted as
surplusage. |In the last sentence of subsection (b), the words 'in
any nmanner' are onmtted as surplusage since the prohibition is al
i ncl usive.

St andard changes are nmade to conformwith the definitions
applicable and the style of this title as outlined in the preface
to the report.

1967 ACT

Section 1 (of Pub. L. 90-23) anends section 552 of title 5,
United States Code, to reflect Public Law 89-487

In subsection (a)(1)(A), the words 'enpl oyees (and in the case of
a uniformed service, the nenber)' are substituted for 'officer' to
retain the coverage of Public Law 89-487 and to conformto the
definitions in 5 U S C 2101, 2104, and 2105

In the last sentence of subsection (a)(2), the words 'A fina
order * * * may be relied on * * * only if' are substituted for 'No
final order * * * may be relied upon * * * unless'; and the words
'a party other than an agency' and 'the party' are substituted for
"a private party' and 'the private party', respectively, on
authority of the definition of 'private party' in 5 App. U S. C
1002(g) .

In subsection (a)(3), the words 'the responsible enployee, and in
the case of a uniforned service, the responsible nenber' are
substituted for '"the responsible officers' to retain the coverage
of Public Law 89-487 and to conformto the definitions in5 U S.C
2101, 2104, and 2105
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In subsection (a)(4), the words 'shall naintain and nake
avai l abl e for public inspection a record are substituted for
"shall keep a record * * * and that record shall be available for
public inspection'

In subsection (b)(5) and (7), the words 'a party other than an
agency' are substituted for 'a private party' on authority of the
definition of 'private party' in 5 App. U S. C. 1002(9).

In subsection (c), the words 'This section does not authorize
and ' This section is not authority' are substituted for 'Nothing in
this section authorizes' and 'nor shall this section be authority',
respectivel y.

5 App. U S.C. 1002(g), defining 'private party' to nean a party
other than an agency, is onitted since the words 'party other than
an agency' are substituted for the words 'private party' wherever
they appear in revised 5 U.S.C. 552

5 App. U S.C 1002(h), prescribing the effective date, is onitted
as unnecessary. That effective date is prescribed by section 4 of
this bill.

CODI FI CATI ON

Section 552 of former Title 5, Executive Departments and
CGovernment OFficers and Enpl oyees, was transferred to section 2243
of Title 7, Agriculture.

AMENDVENTS

1986 - Subsec. (a)(4)(A). Pub. L. 99-570, Sec. 1803, anended
subpar. (A) generally. Prior to anmendnent, subpar. (A) read as
follows: '"In order to carry out the provisions of this section,
each agency shall promul gate regul ati ons, pursuant to notice and
recei pt of public conmment, specifying a uniform schedul e of fees
applicable to all constituent units of such agency. Such fees
shall be limted to reasonabl e standard charges for docunent search
and duplication and provide for recovery of only the direct costs
of such search and duplication. Docunents shall be furnished
wi t hout charge or at a reduced charge where the agency determ nes
that waiver or reduction of the fee is in the public interest
because furnishing the information can be considered as primarily
benefiting the general public.'

Subsec. (b)(7). Pub. L. 99-570, Sec. 1802(a), amended par. (7)
generally. Prior to anendnent, par. (7) read as follows:
"investigatory records conpiled for | aw enforcenent purposes, but
only to the extent that the production of such records would (A)
interfere with enforcenent proceedings, (B) deprive a person of a
right to a fair trial or an inpartial adjudication, (C constitute
an unwarranted invasion of personal privacy, (D) disclose the
identity of a confidential source and, in the case of a record
conpiled by a crimnal |aw enforcenment authority in the course of a
crimnal investigation, or by an agency conducting a | awful
national security intelligence investigation, confidential
informati on furnished only by the confidential source, (E) disclose
i nvestigative techni ques and procedures, or (F) endanger the life
or physical safety of |aw enforcenment personnel;"'.

Subsecs. (c) to (f). Pub. L. 99-570, Sec. 1802(b), added subsec
(c) and redesignated fornmer subsecs. (c) to (e) as (d) to (f),
respectively.

1984 - Subsec. (a)(4)(D). Pub. L. 98-620 repeal ed subpar. (D)
whi ch provided for precedence on the docket and expeditious
di sposition of district court proceedi ngs authorized by subsec.
(a).

1978 - Subsec. (a)(4)(F). Pub. L. 95-454 substituted references
to the Special Counsel for references to the Civil Service
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Conmi ssi on wherever appearing and reference to his findings for
reference to its findings.

1976 - Subsec. (b)(3). Pub. L. 94-409 inserted provision
excl uding section 552b of this title fromapplicability of
exenption fromdi scl osure and provision setting forth conditions
for statute specifically exenpting disclosure.

1974 - Subsec. (a)(2). Pub. L. 93-502, Sec. 1(a), substituted
provisions relating to nmaintenance and availability of current
i ndexes, for provisions relating to maintenance and availability of
a current index, and inserted provisions relating to publication
and distribution of copies of indexes or supplements thereto.

Subsec. (a)(3). Pub. L. 93-502, Sec. 1(b)(1), substituted
provi sions requiring requests to reasonably describe records for
provi sions requiring requests, for identifiable records, and struck
out provisions setting forth procedures to enjoin agencies from
wi t hhol di ng the requested records and ordering their production.

Subsec. (a)(4), (5). Pub. L. 93-502, Sec. 1(b)(2), added par. (4)
and redesignated former par. (4) as (5).

Subsec. (a)(6). Pub. L. 93-502, Sec. 1(c), added par. (6).

Subsec. (b)(1l). Pub. L. 93-502, Sec. 2(a), designated existing
provisions as cl. (A), substituted 'authorized under criteria
established by an' for 'required by', and added cl. (B)

Subsec. (b)(7). Pub. L. 93-502, Sec. 2(b), substituted provisions
relating to exenption for investigatory records conpiled for |aw
enf orcement purposes, for provisions relating to exenption for
investigatory files conpiled for | aw enforcenent purposes.

Subsec. (b), foll. par. (9). Pub. L. 93-502, Sec. 2(c), inserted
provision relating to availability of segregable portion of
records.

Subsecs. (d), (e). Pub. L. 93-502, Sec. 3, added subsecs. (d) and
(e).

1967 - Subsec. (a). Pub. L. 90-23 substituted introductory
statenment requiring every agency to nmake available to the public
certain information for former introductory provision excepting
fromdisclosure (1) any function of the United States requiring
secrecy in the public interest or (2) any matter relating to
i nternal managenent of an agency, covered in subsec. (b)(1) and (2)
of this section.

Subsec. (a)(1l). Pub. L. 90-23 incorporated provisions of: fornmer
subsec. (b)(1) in (A), inserting requirenent of publication of
names of officers as sources of information and provision for
public to obtain decisions, and striking out publication
requi renent for del egations by the agency of final authority;
former subsec. (b)(2), introductory part, in (B); former subsec.
(b)(2), concluding part, in (C), inserting publication requirenent
for rules of procedure and descriptions of forns available or the
pl aces at which forns nay be obtained; forner subsec. (b)(3),
introductory part, in (D), inserting requirenment of genera
applicability of substantive rules and interpretations, added
clause (E), substituted exenption of any person fromfailure to
resort to any matter or from being adversely affected by any matter
required to be published in the Federal Register but not so
published for forner subsec. (b)(3), concluding part, excepting
frompublication rules addressed to and served upon nanmed persons
in accordance with laws and final sentence reading 'A person may
not be required to resort to organi zation or procedure not so
publ i shed' and inserted provision deemng nmatter, which is
reasonably avail abl e, as published in the Federal Register when
such matter is incorporated by reference in the Federal Register
with the approval of its Director

Subsec. (a)(2). Pub. L. 90-23 incorporated provisions of former
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subsec. (c), provided for public copying of records, struck out
requi renent of agency publication of final opinions or orders and
authority for secrecy and w thhol di ng of opinions and orders
required for good cause to be held confidential and not cited as
precedents, l|atter provision now superseded by subsec. (b) of this
section, designated existing subsec. (c) as clause (A), including
provision for availability of concurring and di ssenting opinions,
inserted provisions for availability of policy statements and
interpretations in clause (B) and staff manuals and instructions in
clause (C), deletion of personal identifications fromrecords to
protect personal privacy with witten justification therefor, and
provi sion for indexing and prohibition of use of records not

i ndexed agai nst any private party w thout actual and tinmely notice
of the terns thereof.

Subsec. (a)(3). Pub. L. 90-23 incorporated provisions of forner
subsec. (d) and substituted provisions requiring identifiable
agency records to be made avail able to any person upon request and
conpliance with rules as to tine, place, and procedure for
i nspection, and paynent of fees and provisions for Federal district
court proceedi ngs de novo for enforcenent by contenpt of
nonconpliance with court's orders with the burden on the agency and
docket precedence for such proceedings for former provisions
requiring matters of official record to be made available to
persons properly and directly concerned except information held
confidential for good cause shown, the latter provision superseded
by subsec. (b) of this section.

Subsec. (a)(4). Pub. L. 90-23 added par. (4).

Subsec. (b). Pub. L. 90-23 added subsec. (b) which superseded
provi sions excepting fromdisclosure any function of the United
States requiring secrecy in the public interest or any matter
relating to internal nmanagenent of an agency, fornerly contained in
former subsec. (a), final opinions or orders required for good
cause to be held confidential and not cited as precedents, fornerly
contained in subsec. (c), and infornmation held confidential for
good cause found, contained in former subsec. (d) of this section

Subsec. (c). Pub. L. 90-23 added subsec. (c).

EFFECTI VE DATE OF 1986 AMENDMENT

Section 1804 of Pub. L. 99-570 provided that:

'(a) The anmendrments nade by section 1802 (amending this section)
shall be effective on the date of enactnment of this Act (Cct. 27,
1986), and shall apply with respect to any requests for records,
whet her or not the request was made prior to such date, and shal
apply to any civil action pending on such date.

"(b)(1) The amendnents made by section 1803 (anending this
section) shall be effective 180 days after the date of enactment of
this Act (Cct. 27, 1986), except that regul ations to inplenent such
anmendnments shall be promul gated by such 180t h day.

'(2) The anendrments nade by section 1803 (amending this section)
shall apply with respect to any requests for records, whether or
not the request was nade prior to such date, and shall apply to any
civil action pending on such date, except that review charges
applicable to records requested for comrercial use shall not be
appl i ed by an agency to requests made before the effective date
specified in paragraph (1) of this subsection or before the agency
has finally issued its regul ations.

EFFECTI VE DATE OF 1984 AMENDMENT

Amendnent by Pub. L. 98-620 not applicable to cases pendi ng on
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Nov. 8, 1984, see section 403 of Pub. L. 98-620, set out as an
Ef fective Date note under section 1657 of Title 28, Judiciary and
Judi ci al Procedure.

EFFECTI VE DATE OF 1978 AMENDMENT

Amendnent by Pub. L. 95-454 effective 90 days after Cct. 13,
1978, see section 907 of Pub. L. 95-454, set out as a note under
section 1101 of this title.

EFFECTI VE DATE OF 1976 AMENDMENT

Amendrment by Pub. L. 94-409 effective 180 days after Sept. 13,
1976, see section 6 of Pub. L. 94-409, set out as an Effective Date
note under section 552b of this title.

EFFECTI VE DATE OF 1974 AMENDMENT

Section 4 of Pub. L. 93-502 provided that: 'The anendnents nade
by this Act (amending this section) shall take effect on the
ninetieth day beginning after the date of enactnent of this Act
(Nov. 21, 1974).'

EFFECTI VE DATE OF 1967 AMENDMENT

Section 4 of Pub. L. 90-23 provided that: 'This Act (anendi ng
this section) shall be effective July 4, 1967, or on the date of
enactnent (June 5, 1967), whichever is later.'

SHORT TI TLE OF 1986 AMENDMENT

Section 1801 of Pub. L. 99-570 provided that: 'This subtitle
(subtitle N (Sec. 1801-1804) of title I of Pub. L. 99-570, amending
this section and enacting provisions set out as a note under this
section) may be cited as the ' Freedom of Information Reform Act of
1986' .

SHORT TI TLE

This section is popularly known as the 'Freedom of |nformation
Act' .

* %k k k%

APPENDI X 5: TEXT OF THE PRI VACY ACT OF 1974

TITLE 5, UN TED STATES CODE

* * * * *
PART | -- THE AGENCI ES GENERALLY
* * * * *

CHAPTER 5 -- ADM NI STRATI VE

* * * * *
SUBCHAPTER || - ADM NI STRATI VE PROCEDURE
* * * * *
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Sec. 552a. Records mmaintained on individuals

(a) Definitions. - For purposes of this section -

(1) the term'agency' means agency as defined in section 552(e)

(2) the term'individual' nmeans a citizen of the United States
or an alien lawfully admtted for permanent residence;

(3) the term'maintain' includes maintain, collect, use, or
di ssemi nat e;

(4) the term'record neans any item collection, or grouping
of information about an individual that is nmaintained by an
agency, including, but not limted to, his education, financial
transactions, nedical history, and crimnal or enploynent history
and that contains his nane, or the identifying nunber, synbol, or
other identifying particular assigned to the individual, such as
a finger or voice print or a photograph;

(5) the term'systemof records' neans a group of any records
under the control of any agency fromwhich information is
retrieved by the name of the individual or by some identifying
nunber, synbol, or other identifying particular assigned to the
i ndi vi dual ;

(6) the term'statistical record means a record in a system of
records maintained for statistical research or reporting purposes
only and not used in whole or in part in making any determ nation
about an identifiable individual, except as provided by section 8
of title 183;

(7) the term'routine use' means, with respect to the
di scl osure of a record, the use of such record for a purpose
which is conpatible with the purpose for which it was coll ected,;

(8) the term' matching program -

(A) neans any conputerized conparison of -

(i) two or nore autonmated systenms of records or a system of
records with non-Federal records for the purpose of -

(I') establishing or verifying the eligibility of, or
continuing conpliance with statutory and regul atory
requirenents by, applicants for, recipients or
beneficiaries of, participants in, or providers of services
with respect to, cash or in-kind assistance or paynents
under Federal benefit prograns, or

(I'l') recouping paynments or delinquent debts under such
Federal benefit prograns, or
(ii) two or nore automated Federal personnel or payrol

systens of records or a system of Federal personnel or
payroll records wth non-Federal records,
(B) but does not include -

(i) matches performed to produce aggregate statistical data
wi t hout any personal identifiers;

(ii) matches performed to support any research or
statistical project, the specific data of which nay not be
used to make decisions concerning the rights, benefits, or
privil eges of specific individuals;

(iii) matches perforned, by an agency (or conponent
thereof) which perforns as its principal function any
activity pertaining to the enforcement of crimnal |aws,
subsequent to the initiation of a specific crimnal or civi
| aw enforcenment investigation of a named person or persons
for the purpose of gathering evidence agai nst such person or
persons;

(iv) matches of tax information (1) pursuant to section
6103(d) of the Internal Revenue Code of 1986, (I11) for
pur poses of tax adm nistration as defined in section
6103(b) (4) of such Code, (I11) for the purpose of
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intercepting a tax refund due an individual under authority
granted by section 464 or 1137 of the Social Security Act; or
(I'V) for the purpose of intercepting a tax refund due an

i ndi vi dual under any other tax refund intercept program

aut hori zed by statute which has been determ ned by the
Director of the Ofice of Managenent and Budget to contain
verification, notice, and hearing requirenents that are
substantially simlar to the procedures in section 1137 of
the Social Security Act;

(v) matches -

(1) using records predom nantly relating to Federa
personnel, that are performed for routine administrative
pur poses (subject to guidance provided by the Director of
the O fice of Managenent and Budget pursuant to subsection
(v)); or

(I'l") conducted by an agency using only records from
systems of records mai ntai ned by that agency;

f the purpose of the match is not to take any adverse
financial, personnel, disciplinary, or other adverse action
agai nst Federal personnel; or

(vi) matches perforned for foreign counterintelligence
pur poses or to produce background checks for security
cl earances of Federal personnel or Federal contractor
personnel ;

(9) the term'recipient agency' means any agency, or contractor
thereof, receiving records contained in a systemof records from
a source agency for use in a matching program

(10) the term'non-Federal agency' neans any State or |oca
governnent, or agency thereof, which receives records contained
in a systemof records froma source agency for use in a natching
program

(11) the term'source agency' neans any agency which discl oses
records contained in a systemof records to be used in a matching
program or any State or |ocal governnent, or agency thereof,
whi ch di scl oses records to be used in a matching program

(12) the term' Federal benefit prograni means any program
adm ni stered or funded by the Federal Governnment, or by any agent
or State on behalf of the Federal Government, providing cash or
i n-kind assistance in the formof paynments, grants, |oans, or
| oan guarantees to individuals; and

(13) the term' Federal personnel' mneans officers and enpl oyees
of the Government of the United States, nmenbers of the uniforned
services (including nmenbers of the Reserve Conponents),
individuals entitled to receive inmediate or deferred retiremnent
benefits under any retirenent program of the Governnent of the
United States (including survivor benefits).

(b) Conditions of Disclosure. - No agency shall disclose any
record which is contained in a systemof records by any means of
communi cation to any person, or to another agency, except pursuant
to a witten request by, or with the prior witten consent of, the
i ndi vidual to whomthe record pertains, unless disclosure of the
record woul d be -

(1) to those officers and enpl oyees of the agency which
mai ntai ns the record who have a need for the record in the
performance of their duties;

(2) required under section 552 of this title;

(3) for a routine use as defined in subsection (a)(7) of this
section and described under subsection (e)(4)(D) of this section;

(4) to the Bureau of the Census for purposes of planning or
carrying out a census or survey or related activity pursuant to
the provisions of title 13;
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(5) to a recipient who has provided the agency w th advance
adequate written assurance that the record will be used solely as
a statistical research or reporting record, and the record is to
be transferred in a formthat is not individually identifiable;

(6) to the National Archives and Records Administration as a
record which has sufficient historical or other value to warrant
its continued preservation by the United States Governnent, or
for evaluation by the Archivist of the United States or the
desi gnee of the Archivist to determ ne whether the record has
such val ue;

(7) to another agency or to an instrunentality of any
governnental jurisdiction within or under the control of the
United States for a civil or crimnal |aw enforcenent activity if
the activity is authorized by law, and if the head of the agency
or instrunentality has nade a witten request to the agency which
mai ntains the record specifying the particular portion desired
and the | aw enforcenent activity for which the record is sought;

(8) to a person pursuant to a showi ng of conpelling
circunstances affecting the health or safety of an individual if
upon such disclosure notification is transnmtted to the |ast
known address of such individual;

(9) to either House of Congress, or, to the extent of matter
within its jurisdiction, any comittee or subcomittee thereof,
any joint conmttee of Congress or subcommttee of any such joint
conmmi ttee;

(10) to the Conptroller General, or any of his authorized
representatives, in the course of the perfornance of the duties
of the General Accounting Ofice;

(11) pursuant to the order of a court of conpetent
jurisdiction; or

(12) to a consuner reporting agency in accordance with section
3711(f) of title 31
(c) Accounting of Certain Disclosures. - Each agency, with

respect to each system of records under its control, shall -

(1) except for disclosures made under subsections (b)(1) or
(b)(2) of this section, keep an accurate accounting of -

(A) the date, nature, and purpose of each disclosure of a
record to any person or to another agency nmamde under subsection
(b) of this section; and

(B) the nane and address of the person or agency to whomthe
di scl osure i s nade;

(2) retain the accounting nmade under paragraph (1) of this
subsection for at least five years or the life of the record,
whi chever is longer, after the disclosure for which the
accounting is nade;

(3) except for disclosures made under subsection (b)(7) of this
section, nake the accounting made under paragraph (1) of this
subsection available to the individual naned in the record at his
request; and

(4) informany person or other agency about any correction or
not ati on of dispute nade by the agency in accordance with
subsection (d) of this section of any record that has been
disclosed to the person or agency if an accounting of the
di scl osure was made
(d) Access to Records. - Each agency that mmintains a system of

records shall -

(1) upon request by any individual to gain access to his record
or to any information pertaining to himwhich is contained in the
system permt himand upon his request, a person of his own
choosing to acconpany him to review the record and have a copy
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made of all or any portion thereof in a formconprehensible to
him except that the agency may require the individual to furnish
a witten statenment authorizing discussion of that individual's
record in the acconpanyi ng person's presence;

(2) permt the individual to request amendrment of a record
pertaining to himand -

(A) not later than 10 days (excludi ng Saturdays, Sundays, and
| egal public holidays) after the date of receipt of such
request, acknow edge in witing such receipt; and

(B) pronptly, either -

(i) make any correction of any portion thereof which the
i ndi vidual believes is not accurate, relevant, tinely, or
conpl ete; or

(ii) informthe individual of its refusal to amend the
record in accordance with his request, the reason for the
refusal, the procedures established by the agency for the

i ndi vidual to request a review of that refusal by the head of

the agency or an officer designated by the head of the

agency, and the nanme and busi ness address of that official;

(3) permt the individual who disagrees with the refusal of the
agency to anend his record to request a review of such refusal,
and not later than 30 days (excludi ng Saturdays, Sundays, and
| egal public holidays) fromthe date on which the individua
requests such review, conplete such review and nmake a fina
determ nati on unless, for good cause shown, the head of the
agency extends such 30-day period; and if, after his review the
reviewi ng official also refuses to anmend the record in accordance
with the request, permt the individual to file with the agency a
conci se statenment setting forth the reasons for his disagreenent
with the refusal of the agency, and notify the individual of the
provisions for judicial review of the reviewing official's
determ nati on under subsection (g)(1)(A) of this section;

(4) in any disclosure, containing informati on about which the
i ndividual has filed a statenent of disagreenent, occurring after
the filing of the statenent under paragraph (3) of this
subsection, clearly note any portion of the record which is
di sputed and provide copies of the statenent and, if the agency
deens it appropriate, copies of a concise statenment of the
reasons of the agency for not naking the amendnents requested, to
persons or other agencies to whomthe disputed record has been
di scl osed; and

(5) nothing in this section shall allow an individual access to
any information conpiled in reasonabl e anticipation of a civi
action or proceeding.

(e) Agency Requirements. - Each agency that maintains a system of
records shall -

(1) maintain in its records only such informati on about an
i ndividual as is relevant and necessary to acconplish a purpose
of the agency required to be acconplished by statute or by
executive order of the President;

(2) collect information to the greatest extent practicable
directly fromthe subject individual when the information may
result in adverse deterninations about an individual's rights,
benefits, and privil eges under Federal prograrns;

(3) informeach individual whomit asks to supply information
on the formwhich it uses to collect the information or on a
separate formthat can be retained by the individual -

(A) the authority (whether granted by statute, or by
executive order of the President) which authorizes the
solicitation of the information and whet her discl osure of such
information i s nandatory or vol untary;
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(B) the principal purpose or purposes for which the
information is intended to be used;

(O the routine uses which may be nmade of the information, as
publ i shed pursuant to paragraph (4)(D) of this subsection; and

(D) the effects on him if any, of not providing all or any
part of the requested information;

(4) subject to the provisions of paragraph (11) of this
subsection, publish in the Federal Register upon establishnent or
revision a notice of the existence and character of the system of
records, which notice shall include -

(A) the name and | ocation of the system

(B) the categories of individuals on whomrecords are
mai ntained in the system

(O the categories of records maintained in the system

(D) each routine use of the records contained in the system
including the categories of users and the purpose of such use;

(E) the policies and practices of the agency regarding
storage, retrievability, access controls, retention, and
di sposal of the records;

(F) the title and busi ness address of the agency official who
is responsible for the system of records;

(G the agency procedures whereby an individual can be
notified at his request if the system of records contains a
record pertaining to him

(H) the agency procedures whereby an individual can be
notified at his request how he can gain access to any record
pertaining to himcontained in the systemof records, and how
he can contest its content; and

(I') the categories of sources of records in the system
(5) maintain all records which are used by the agency in naking

any determ nation about any individual with such accuracy,
rel evance, tineliness, and conpl eteness as i s reasonably
necessary to assure fairness to the individual in the
determ nation

(6) prior to dissemnating any record about an individual to
any person other than an agency, unless the dissem nation is nade
pursuant to subsection (b)(2) of this section, nmke reasonabl e
efforts to assure that such records are accurate, conplete,
tinmely, and relevant for agency purposes;

(7) maintain no record describing how any i ndividual exercises
rights guaranteed by the First Amendnent unl ess expressly
aut horized by statute or by the individual about whomthe record
is maintained or unless pertinent to and within the scope of an
aut hori zed | aw enforcenent activity;

(8) nmake reasonable efforts to serve notice on an individua
when any record on such individual is nade available to any
person under conpul sory | egal process when such process becones a
matter of public record,;

(9) establish rules of conduct for persons involved in the
desi gn, devel opnent, operation, or naintenance of any system of
records, or in nmaintaining any record, and instruct each such
person with respect to such rules and the requirenents of this
section, including any other rules and procedures adopted
pursuant to this section and the penalties for nonconpliance;

(10) establish appropriate adm nistrative, technical, and
physi cal safeguards to insure the security and confidentiality of
records and to protect against any anticipated threats or hazards
to their security or integrity which could result in substanti al
harm enbarrassnent, inconvenience, or unfairness to any
i ndi vi dual on whom information is naintained;
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(11) at least 30 days prior to publication of information under
paragraph (4) (D) of this subsection, publish in the Federa
Regi ster notice of any new use or intended use of the information
in the system and provide an opportunity for interested persons
to submit witten data, views, or arguments to the agency; and

(12) if such agency is a recipient agency or a source agency in
a matching programwi th a non-Federal agency, with respect to any
establishnent or revision of a matching program at |east 30 days
prior to conducting such program publish in the Federal Register
notice of such establishment or revision.

(f) Agency Rules. - In order to carry out the provisions of this
section, each agency that maintains a system of records shal
promul gate rules, in accordance with the requirenents (including
general notice) of section 553 of this title, which shall -
(1) establish procedures whereby an individual can be notified
in response to his request if any system of records naned by the
i ndi vidual contains a record pertaining to him
(2) define reasonable times, places, and requirenents for
identifying an individual who requests his record or infornation
pertaining to himbefore the agency shall nmake the record or
informati on available to the individual;
(3) establish procedures for the disclosure to an individua
upon his request of his record or information pertaining to him
i ncludi ng speci al procedure, if deened necessary, for the
di scl osure to an individual of medical records, including
psychol ogi cal records, pertaining to him
(4) establish procedures for reviewing a request from an
i ndi vi dual concerning the anendnent of any record or infornation
pertaining to the individual, for making a determ nation on the
request, for an appeal within the agency of an initial adverse
agency determ nation, and for whatever additional neans nmay be
necessary for each individual to be able to exercise fully his
rights under this section; and
(5) establish fees to be charged, if any, to any individual for
maki ng copies of his record, excluding the cost of any search for
and review of the record.
The O fice of the Federal Register shall biennially conpile and
publish the rul es pronul gated under this subsection and agency
noti ces published under subsection (e)(4) of this section in a form
available to the public at | ow cost.

(9)(1) Gvil Renedies. - Wenever any agency
(A) nakes a determ nation under subsection (d)(3) of this
section not to anmend an individual's record in accordance with
his request, or fails to make such review in conformity with that
subsecti on;
(B) refuses to conply with an individual request under
subsection (d)(1) of this section;
(C) fails to maintain any record concerning any individual with
such accuracy, relevance, tineliness, and conpl eteness as is
necessary to assure fairness in any determnation relating to the
qualifications, character, rights, or opportunities of, or
benefits to the individual that may be nmade on the basis of such
record, and consequently a determination is nade which is adverse
to the individual; or
(D) fails to conply with any other provision of this section,
or any rule promul gated thereunder, in such a way as to have an
adverse effect on an individual,
the individual may bring a civil action against the agency, and the
district courts of the United States shall have jurisdiction in the
matters under the provisions of this subsection

(2)(A) In any suit brought under the provisions of subsection
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(g) (1) (A of this section, the court may order the agency to anmend
the individual's record in accordance with his request or in such
other way as the court may direct. 1In such a case the court shal
determine the matter de novo

(B) The court may assess against the United States reasonabl e
attorney fees and other litigation costs reasonably incurred in any
case under this paragraph in which the conpl ai nant has
substantially prevail ed.

(3)(A) In any suit brought under the provisions of subsection
(g)(1)(B) of this section, the court nmay enjoin the agency from
wi t hhol ding the records and order the production to the conplai nant
of any agency records inproperly withheld fromhim In such a case
the court shall determine the matter de novo, and nay exam ne the
contents of any agency records in canera to determ ne whether the
records or any portion thereof may be wi thheld under any of the
exenptions set forth in subsection (k) of this section, and the
burden is on the agency to sustain its action

(B) The court may assess against the United States reasonabl e
attorney fees and other litigation costs reasonably incurred in any
case under this paragraph in which the conpl ai nant has
substantially prevail ed.

(4) In any suit brought under the provisions of subsection
(g) (1) (C or (D of this section in which the court determ nes that
the agency acted in a manner which was intentional or willful, the
United States shall be liable to the individual in an anobunt equa
to the sum of -

(A) actual dammges sustained by the individual as a result of
the refusal or failure, but in no case shall a person entitled to
recovery receive |less than the sumof $1,000; and

(B) the costs of the action together with reasonabl e attorney
fees as determ ned by the court.

(5) An action to enforce any liability created under this section
may be brought in the district court of the United States in the
district in which the conplainant resides, or has his principa
pl ace of business, or in which the agency records are situated, or
in the District of Colunbia, without regard to the anmount in
controversy, within two years fromthe date on which the cause of
action arises, except that where an agency has materially and
willfully msrepresented any information required under this
section to be disclosed to an individual and the information so
m srepresented is material to establishnment of the liability of the
agency to the individual under this section, the action may be
brought at any tine within two years after discovery by the
i ndi vidual of the m srepresentation. Nothing in this section shal
be construed to authorize any civil action by reason of any injury
sustained as the result of a disclosure of a record prior to
Sept enber 27, 1975.

(h) Rights of Legal Guardians. - For the purposes of this
section, the parent of any mnor, or the | egal guardian of any
i ndi vi dual who has been declared to be inconpetent due to physica
or nental incapacity or age by a court of conpetent jurisdiction,
may act on behal f of the individual

(i)(1) Crimnal Penalties. - Any officer or enployee of an
agency, who by virtue of his enploynent or official position, has
possession of, or access to, agency records which contain
individually identifiable information the disclosure of which is
prohibited by this section or by rules or regul ations established
t hereunder, and who knowi ng that disclosure of the specific
material is so prohibited, willfully discloses the material in any
manner to any person or agency not entitled to receive it, shall be
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guilty of a misdeneanor and fined not nore than $5, 000.

(2) Any officer or enployee of any agency who willfully maintains
a system of records without nmeeting the notice requirenments of
subsection (e)(4) of this section shall be guilty of a m sdenmeanor
and fined not nore than $5, 000.

(3) Any person who knowi ngly and willfully requests or obtains
any record concerning an individual froman agency under false
pretenses shall be guilty of a m sdeneanor and fined not nore than
$5, 000.

(j) Ceneral Exenptions. - The head of any agency nay pronul gate
rules, in accordance with the requirenments (including genera
notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this
title, to exenpt any system of records within the agency from any
part of this section except subsections (b), (c)(1) and (2),
(e)(4)(A) through (F), (e)(6), (7), (9), (10), and (11), and (i) if
the system of records is -

(1) maintained by the Central Intelligence Agency; or

(2) maintained by an agency or conponent thereof which perforns
as its principal function any activity pertaining to the
enforcenment of crinminal |laws, including police efforts to
prevent, control, or reduce crine or to apprehend criminals, and
the activities of prosecutors, courts, correctional, probation,

pardon, or parole authorities, and which consists of (A)

i nformati on conpiled for the purpose of identifying individua

crimnal offenders and all eged offenders and consisting only of

identifying data and notations of arrests, the nature and

di sposition of criminal charges, sentencing, confinenent,

rel ease, and parol e and probation status; (B) information

conpiled for the purpose of a crimnal investigation, including

reports of informants and investigators, and associated with an
identifiable individual; or (C) reports identifiable to an

i ndi vi dual conpiled at any stage of the process of enforcenment of

the crinminal laws fromarrest or indictnment through rel ease from

supervi si on.
At the time rules are adopted under this subsection, the agency
shall include in the statenent required under section 553(c) of
this title, the reasons why the system of records is to be exenpted
froma provision of this section

(k) Specific Exenptions. - The head of any agency may pronul gate
rules, in accordance with the requirenments (including genera
notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this
title, to exenpt any systemof records within the agency from
subsections (c¢)(3), (d), (e)(1), (e)(4) (9, (H, and (1) and (f) of
this section if the systemof records is -

(1) subject to the provisions of section 552(b)(1) of this
title;
(2) investigatory material conpiled for | aw enforcenent

pur poses, other than material within the scope of subsection

(j)(2) of this section: Provided, however, That if any individua

is denied any right, privilege, or benefit that he would

otherwi se be entitled by Federal law, or for which he would
otherwi se be eligible, as a result of the maintenance of such

mat erial, such naterial shall be provided to such individual

except to the extent that the disclosure of such material would

reveal the identity of a source who furnished information to the

Governnment under an express pronise that the identity of the

source would be held in confidence, or, prior to the effective

date of this section, under an inplied promise that the identity
of the source would be held in confidence;

(3) maintained in connection with providing protective services
to the President of the United States or other individuals
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pursuant to section 3056 of title 18;

(4) required by statute to be nmaintained and used solely as
statistical records;

(5) investigatory material conpiled solely for the purpose of
determning suitability, eligibility, or qualifications for
Federal civilian enploynent, nmlitary service, Federal contracts,
or access to classified information, but only to the extent that
the di sclosure of such material would reveal the identity of a
source who furnished information to the Governnent under an
express prom se that the identity of the source would be held in
confidence, or, prior to the effective date of this section,
under an inplied promse that the identity of the source would be
hel d i n confidence;

(6) testing or exam nation material used solely to determ ne
i ndi vidual qualifications for appointnment or pronotion in the
Federal service the disclosure of which would conpronise the
objectivity or fairness of the testing or exam nation process; or

(7) evaluation material used to determ ne potential for
pronotion in the arnmed services, but only to the extent that the
di scl osure of such material would reveal the identity of a source
who furnished information to the Government under an express
prom se that the identity of the source would be held in
confidence, or, prior to the effective date of this section,
under an inplied promse that the identity of the source would be
hel d i n confidence.

At the time rules are adopted under this subsection, the agency
shall include in the statenent required under section 553(c) of
this title, the reasons why the systemof records is to be exenpted
froma provision of this section

(1) Archival Records. - Each agency record which is accepted by
the Archivist of the United States for storage, processing, and
servicing in accordance with section 3103 of title 44 shall, for

the purposes of this section, be considered to be naintai ned by the
agency which deposited the record and shall be subject to the
provisions of this section. The Archivist of the United States
shal |l not disclose the record except to the agency which naintains
the record, or under rules established by that agency which are not
inconsistent with the provisions of this section

(2) Each agency record pertaining to an identifiable individua
whi ch was transferred to the National Archives of the United States
as a record which has sufficient historical or other value to
warrant its continued preservation by the United States Governnent,
prior to the effective date of this section, shall, for the
pur poses of this section, be considered to be maintained by the
Nati onal Archives and shall not be subject to the provisions of
this section, except that a statenent generally describing such
records (nodeled after the requirenents relating to records subject
to subsections (e)(4)(A) through (G of this section) shall be
published in the Federal Register

(3) Each agency record pertaining to an identifiable individua
which is transferred to the National Archives of the United States
as a record which has sufficient historical or other value to
warrant its continued preservation by the United States Governnent,
on or after the effective date of this section, shall, for the
pur poses of this section, be considered to be maintained by the
Nati onal Archives and shall be exenpt fromthe requirenments of this
section except subsections (e)(4)(A) through (G and (e)(9) of this
section.

(m (1) Government Contractors. - Wen an agency provides by a
contract for the operation by or on behalf of the agency of a
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system of records to acconplish an agency function, the agency
shall, consistent with its authority, cause the requirenents of
this section to be applied to such system For purposes of
subsection (i) of this section any such contractor and any enpl oyee
of such contractor, if such contract is agreed to on or after the
effective date of this section, shall be considered to be an

enpl oyee of an agency.

(2) A consuner reporting agency to which a record is disclosed
under section 3711(f) of title 31 shall not be considered a
contractor for the purposes of this section.

(n) Mailing Lists. - An individual's nane and address nay not be
sold or rented by an agency unless such action is specifically
aut horized by law. This provision shall not be construed to
require the withhol ding of nanes and addresses otherw se pernitted
to be nade public.

(o) Matching Agreements. - (1) No record which is contained in a
system of records nmay be disclosed to a recipient agency or
non- Federal agency for use in a conputer natching program except
pursuant to a witten agreenent between the source agency and the
reci pi ent agency or non-Federal agency specifying -

(A) the purpose and |egal authority for conducting the program

(B) the justification for the program and the antici pated
results, including a specific estimte of any savings;

(C) a description of the records that will be natched,

i ncludi ng each data elenent that will be used, the approximte

nunber of records that will be matched, and the projected

starting and conpl eti on dates of the matching program

(D) procedures for providing individualized notice at the time
of application, and notice periodically thereafter as directed by
the Data Integrity Board of such agency (subject to gui dance
provided by the Director of the Ofice of Managenent and Budget
pursuant to subsection (v)), to -

(i) applicants for and recipients of financial assistance or
paynments under Federal benefit prograns, and
(ii) applicants for and hol ders of positions as Federa

per sonnel ,
that any information provided by such applicants, recipients,
hol ders, and individuals may be subject to verification through
mat chi ng prograns;

(E) procedures for verifying informati on produced in such
mat chi ng program as required by subsection (p);

(F) procedures for the retention and tinely destruction of
identifiable records created by a recipient agency or non-Federa
agency in such matching program

(G procedures for ensuring the adm nistrative, technical, and
physi cal security of the records matched and the results of such
progr ans;

(H) prohibitions on duplication and redisclosure of records
provi ded by the source agency within or outside the recipient
agency or the non-Federal agency, except where required by | aw or
essential to the conduct of the matching program

(1) procedures governing the use by a recipient agency or
non- Federal agency of records provided in a matching programby a
source agency, including procedures governing return of the
records to the source agency or destruction of records used in
such program

(J) information on assessnents that have been nade on the
accuracy of the records that will be used in such matching
program and

(K) that the Conptroller General may have access to all records
of a recipient agency or a non-Federal agency that the

http://www.cpsr.org/cpstr/foia/citizens_guide_to_foia_93.txt (66 of 76) [8/5/02 2:40:31 PM]



http://www.cpsr.org/cpsr/foia/citizens_guide to_foia 93.txt

Conptroll er General deens necessary in order to nonitor or verify

conpliance with the agreenent.

(2) (A) A copy of each agreenent entered into pursuant to
paragraph (1) shall -

(i) be transmtted to the Conmttee on Governnental Affairs of
the Senate and the Commttee on Governnent Qperations of the
House of Representatives; and

(ii) be avail abl e upon request to the public.

(B) No such agreenent shall be effective until 30 days after the
date on which such a copy is transmtted pursuant to subparagraph
(A ().

(O Such an agreenent shall remain in effect only for such
period, not to exceed 18 nonths, as the Data Integrity Board of the
agency determnes is appropriate in light of the purposes, and
| ength of tine necessary for the conduct, of the nmatching program

(D) Wthin 3 nonths prior to the expiration of such an agreenent
pursuant to subparagraph (C), the Data Integrity Board of the
agency may, W thout additional review, renew the nmatchi ng agreenent
for a current, ongoing matching programfor not nore than one
additional year if -

(i) such programwi |l be conducted wi thout any change; and
(ii) each party to the agreenent certifies to the Board in
witing that the program has been conducted in conpliance with

t he agreenent.

(p) Verification and Qpportunity to Contest Findings. - (1) In
order to protect any individual whose records are used in a
mat chi ng program no recipi ent agency, non-Federal agency, or
source agency may suspend, ternminate, reduce, or nake a fina
deni al of any financial assistance or paynent under a Federa
benefit programto such individual, or take other adverse action
agai nst such individual, as a result of information produced by
such matching program until -

(A) (i) the agency has independently verified the information;
or

(ii) the Data Integrity Board of the agency, or in the case of
a non- Federal agency the Data Integrity Board of the source
agency, determnes in accordance w th guidance issued by the
Director of the Ofice of Managenent and Budget that -

(I') the information is Iimted to identification and anount
of benefits paid by the source agency under a Federal benefit
program and

(I'l) there is a high degree of confidence that the
informati on provided to the recipient agency is accurate;

(B) the individual receives a notice fromthe agency contai ni ng
a statement of its findings and inform ng the individual of the
opportunity to contest such findings; and

(O (i) the expiration of any tine period established for the
program by statute or regulation for the individual to respond to
that notice; or

(ii) in the case of a programfor which no such period is
established, the end of the 30-day period beginning on the date
on whi ch notice under subparagraph (B) is mailed or otherw se
provided to the individual
(2) Independent verification referred to in paragraph (1)

requires investigation and confirmation of specific information
relating to an individual that is used as a basis for an adverse
action against the individual, including where applicable
i nvestigation and confirmation of -

(A) the anpbunt of any asset or incone involved;

(B) whet her such individual actually has or had access to such
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asset or inconme for such individual's own use; and

(O the period or periods when the individual actually had such
asset or incone.

(3) Notwi thstandi ng paragraph (1), an agency nay take any
appropriate action otherw se prohibited by such paragraph if the
agency deternines that the public health or public safety may be
adversely affected or significantly threatened during any notice
period required by such paragraph.

(gq) Sanctions. - (1) Notw thstanding any other provision of |aw,
no source agency nay di sclose any record which is contained in a
system of records to a recipient agency or non-Federal agency for a
mat chi ng programif such source agency has reason to believe that
the requirenents of subsection (p), or any matching agreenent
entered into pursuant to subsection (0), or both, are not being net
by such recipient agency.

(2) No source agency may renew a natching agreenment unless -

(A) the recipient agency or non-Federal agency has certified
that it has conplied with the provisions of that agreenent; and

(B) the source agency has no reason to believe that the
certification is inaccurate.

(r) Report on New Systens and Matching Progranms. - Each agency
that proposes to establish or make a significant change in a system
of records or a matching program shall provide adequate advance
notice of any such proposal (in duplicate) to the Comrittee on
Gover nment Operations of the House of Representatives, the
Commi ttee on Governnental Affairs of the Senate, and the O fice of
Managenent and Budget in order to permt an evaluation of the
probabl e or potential effect of such proposal on the privacy or
other rights of individuals.

(s) Biennial Report. - The President shall biennially subnit to
the Speaker of the House of Representatives and the President pro
tenpore of the Senate a report -

(1) describing the actions of the Director of the Ofice of
Managenent and Budget pursuant to section 6 of the Privacy Act of
1974 during the preceding 2 years;

(2) describing the exercise of individual rights of access and
anendnent under this section during such years;

(3) identifying changes in or additions to systens of records;

(4) containing such other information concerning adm nistration
of this section as may be necessary or useful to the Congress in
reviewing the effectiveness of this section in carrying out the
pur poses of the Privacy Act of 1974.

(t)(1) Effect of Other Laws. - No agency shall rely on any
exenption contained in section 552 of this title to withhold from
an individual any record which is otherw se accessible to such
i ndi vi dual under the provisions of this section

(2) No agency shall rely on any exenption in this section to
wi thhold from an individual any record which is otherw se
accessible to such individual under the provisions of section 552
of this title.

(u) Data Integrity Boards. - (1) Every agency conducting or
participating in a matching programshall establish a Data
Integrity Board to oversee and coordi nate anong the various
conponents of such agency the agency's inplenentation of this

section.
(2) Each Data Integrity Board shall consist of senior officials
desi gnated by the head of the agency, and shall include any senior

of ficial designated by the head of the agency as responsible for

i mpl ementation of this section, and the inspector general of the
agency, if any. The inspector general shall not serve as chairman
of the Data Integrity Board.
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(3) Each Data Integrity Board -

(A) shall review, approve, and maintain all witten agreenents
for receipt or disclosure of agency records for matching prograns
to ensure conpliance with subsection (o), and all relevant
statutes, regul ations, and guidelines;

(B) shall review all matching prograns in which the agency has
participated during the year, either as a source agency or
reci pi ent agency, determ ne conpliance with applicable |aws,
regul ations, guidelines, and agency agreenents, and assess the
costs and benefits of such prograns;

(O shall review all recurring matching prograns in which the
agency has participated during the year, either as a source
agency or recipient agency, for continued justification for such
di scl osures;

(D) shall conpile an annual report, which shall be subnmitted to
the head of the agency and the O fice of Managenent and Budget
and nade available to the public on request, describing the
mat chi ng activities of the agency, including -

(i) matching prograns in which the agency has participated as

a source agency or recipient agency;

(ii) matching agreenments proposed under subsection (o) that
wer e di sapproved by the Board;

(iii) any changes in nenbership or structure of the Board in
the precedi ng year;

(iv) the reasons for any waiver of the requirenent in

par agraph (4) of this section for conpletion and subm ssi on of

a cost-benefit analysis prior to the approval of a nmatching

program

(v) any violations of matchi ng agreenents that have been
all eged or identified and any corrective action taken; and
(vi) any other information required by the Director of the

O fice of Managenent and Budget to be included in such report;

(E) shall serve as a clearinghouse for receiving and providing
informati on on the accuracy, conpleteness, and reliability of
records used in matching prograns;

(F) shall provide interpretation and gui dance to agency
conponents and personnel on the requirenents of this section for
mat chi ng prograns;

(G shall review agency recordkeepi ng and di sposal policies and
practices for matching prograns to assure conpliance with this
section; and

(H may review and report on any agency matching activities
that are not matchi ng prograns.

(4) (A) Except as provided in subparagraphs (B) and (C), a Data
Integrity Board shall not approve any witten agreenent for a
mat chi ng program unl ess the agency has conpleted and submitted to
such Board a cost-benefit analysis of the proposed program and such
anal ysis denonstrates that the programis likely to be cost
effective.

(B) The Board may wai ve the requirenents of subparagraph (A) of
this paragraph if it determines in witing, in accordance wth
gui delines prescribed by the Director of the Ofice of Managenent
and Budget, that a cost-benefit analysis is not required.

(O A cost-benefit analysis shall not be required under
subparagraph (A) prior to the initial approval of a witten
agreenent for a matching programthat is specifically required by
statute. Any subsequent witten agreenment for such a program shal
not be approved by the Data Integrity Board unless the agency has
submitted a cost-benefit analysis of the program as conducted under
the precedi ng approval of such agreenent.
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(5)(A) If a matching agreenent is disapproved by a Data Integrity
Board, any party to such agreenent nmay appeal the disapproval to
the Director of the Ofice of Managenent and Budget. Tinely notice
of the filing of such an appeal shall be provided by the Director
of the Ofice of Managenent and Budget to the Committee on
Governmental Affairs of the Senate and the Committee on Governnent
Operations of the House of Representatives.

(B) The Director of the Ofice of Managenent and Budget nay
approve a mat chi ng agreenent notwi t hstandi ng the di sapproval of a
Data Integrity Board if the Director determines that -

(i) the matching programw ||l be consistent with all applicable
| egal, regulatory, and policy requirenents;

(ii) there is adequate evidence that the nmatching agreenent
will be cost-effective; and

(iii) the matching programis in the public interest.

(C) The decision of the Director to approve a nmatchi ng agreenent
shall not take effect until 30 days after it is reported to
conmi ttees described in subparagraph (A).

(D) If the Data Integrity Board and the Director of the Ofice of
Managenment and Budget di sapprove a nat chi ng program proposed by the
i nspector general of an agency, the inspector general nay report
the di sapproval to the head of the agency and to the Congress.

(6) The Director of the Ofice of Managenent and Budget shall
annual ly during the first 3 years after the date of enactnent of
this subsection and biennially thereafter, consolidate in a report
to the Congress the information contained in the reports fromthe
various Data Integrity Boards under paragraph (3)(D). Such report

shal | include detailed informati on about costs and benefits of
mat chi ng prograns that are conducted during the period covered by
such consolidated report, and shall identify each waiver granted by

a Data Integrity Board of the requirenment for conpletion and
submi ssi on of a cost-benefit analysis and the reasons for granting
t he wai ver.

(7) In the reports required by paragraphs (3)(D) and (6), agency
mat ching activities that are not natching prograns nay be reported
on an aggregate basis, if and to the extent necessary to protect
ongoi ng | aw enforcenment or counterintelligence investigations.

(v) Ofice of Managenent and Budget Responsibilities. - The
Director of the Ofice of Managenment and Budget shall -

(1) devel op and, after notice and opportunity for public
comment, prescribe guidelines and regul ations for the use of
agencies in inplenenting the provisions of this section; and

(2) provide continuing assistance to and oversight of the
i mpl ementation of this section by agenci es.

SOURCE
(Added Pub. L. 93-579, Sec. 3, Dec. 31, 1974, 88 Stat. 1897;
amended Pub. L. 94-183, Sec. 2(2), Dec. 31, 1975, 89 Stat. 1057;
Pub. L. 97-365, Sec. 2, Qct. 25, 1982, 96 Stat. 1749; Pub. L.
97-375, title Il, Sec. 201(a), (b), Dec. 21, 1982, 96 Stat. 1821
Pub. L. 97-452, Sec. 2(a)(1), Jan. 12, 1983, 96 Stat. 2478; Pub. L.
98-477, Sec. 2(c), Oct. 15, 1984, 98 Stat. 2211; Pub. L. 98-497,
title I, Sec. 107(g), Oct. 19, 1984, 98 Stat. 2292; Pub. L.
100-503, Sec. 2-6(a), 7, 8, Cct. 18, 1988, 102 Stat. 2507- 2514;
Pub. L. 101-508, title VII, Sec. 7201(b)(1), Nov. 5, 1990, 104
Stat. 1388-334.)

REFERENCES | N TEXT
Section 552(e) of this title, referred to in subsec. (a)(1l), was
redesi gnated section 552(f) of this title by section 1802(hb) of
Pub. L. 99-570.
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Section 6103 of the Internal Revenue Code of 1986, referred to in
subsec. (a)(8)(B)(iv), is classified to section 6103 of Title 26,

I nternal Revenue Code

Sections 464 and 1137 of the Social Security Act, referred to in
subsec. (a)(8)(B)(iv), are classified to sections 664 and 1320b- 7,
respectively, of Title 42, The Public Health and Wl fare.

For effective date of this section, referred to in subsecs.
(kK)(2), (5), (7)), (1)(2), (3), and (nm), see Effective Date note
bel ow.

Section 6 of the Privacy Act of 1974, referred to in subsec.
(s)(1), is section 6 of Pub. L. 93-579, which was set out bel ow and
was repeal ed by section 6(c) of Pub. L. 100-503.

For classification of the Privacy Act of 1974, referred to in
subsec. (s)(4), see Short Title note bel ow.

The date of enactnent of this subsection, referred to in subsec.
(u)(6), is the date of enactnent of Pub. L. 100-503 which enacted
subsec. (u) of this section, and which was approved Cct. 18, 1988.

CODI FI CATI ON

Section 552a of former Title 5, Executive Departnments and
Government Officers and Enpl oyees, was transferred to section 2244
of Title 7, Agriculture.

ANMENDVMENTS

1990 - Subsec. (p). Pub. L. 101-508 anended subsec. (p)
generally, restating former pars. (1) and (3) as par. (1), adding
provisions relating to Data Integrity Boards, and restating former
pars. (2) and (4) as (2) and (3), respectively.

1988 - Subsec. (a)(8) to (13). Pub. L. 100-503, Sec. 5, added
pars. (8) to (13).

Subsec. (e)(12). Pub. L. 100-503, Sec. 3(a), added par. (12).

Subsec. (f). Pub. L. 100-503, Sec. 7, substituted 'biennially
for "annually' in last sentence.

Subsecs. (0) to (q). Pub. L. 100-503, Sec. 2(2), added subsecs.
(o) to (qg). Forner subsecs. (0) to (q) redesignated (r) to (t),
respectively.

Subsec. (r). Pub. L. 100-503, Sec. 3(b), inserted 'and matching
prograns' in heading and amended text generally. Prior to
anmendnment, text read as follows: 'Each agency shall provide
adequat e advance notice to Congress and the Ofice of Managenent
and Budget of any proposal to establish or alter any system of
records in order to pernmit an evaluation of the probable or
potential effect of such proposal on the privacy and ot her persona
or property rights of individuals or the disclosure of information
relating to such individuals, and its effect on the preservation of
the constitutional principles of federalismand separation of

powers.'

Pub. L. 100-503, Sec. 2(1), redesignated forner subsec. (0) as
(r).

Subsec. (s). Pub. L. 100-503, Sec. 8, substituted 'Biennial' for
"Annual' in heading, 'biennially submt' for 'annually submit' in

i ntroductory provisions, 'preceding 2 years' for 'preceding year'
in par. (1), and 'such years' for 'such year' in par. (2).

Pub. L. 100-503, Sec. 2(1), redesignated forner subsec. (p) as
(s).

Subsec. (t). Pub. L. 100-503, Sec. 2(1), redesignated forner
subsec. (q) as (t).

Subsec. (u). Pub. L. 100-503, Sec. 4, added subsec. (u).

Subsec. (v). Pub. L. 100-503, Sec. 6(a), added subsec. (v).
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1984 - Subsec. (b)(6). Pub. L. 98-497, Sec. 107(g) (1),
substituted ' National Archives and Records Adnministration' for
"National Archives of the United States', and 'Archivist of the
United States or the designee of the Archivist' for 'Adm nistrator
of General Services or his designee'

Subsec. (1)(1). Pub. L. 98-497, Sec. 107(g)(2), substituted
"Archivist of the United States' for 'Administrator of Genera
Services' in two places.

Subsec. (q). Pub. L. 98-477 desi gnhated existing provisions as
par. (1) and added par. (2).

1983 - Subsec. (b)(12). Pub. L. 97-452 substituted 'section
3711(f) of title 31" for 'section 3(d) of the Federal C ains
Col l ection Act of 1966 (31 U S.C. 952(d))".

Subsec. (M (2). Pub. L. 97-452 substituted 'section 3711(f) of
title 31' for 'section 3(d) of the Federal Cainms Collection Act of
1966 (31 U.S.C. 952(d))".

1982 - Subsec. (b)(12). Pub. L. 97-365, Sec. 2(a), added par
(12).

Subsec. (e)(4). Pub. L. 97-375, Sec. 201(a), substituted 'upon
establishment or revision' for 'at |least annually' after 'Federa
Regi ster'.

Subsec. (m). Pub. L. 97-365, Sec. 2(b), designated existing
provisions as par. (1) and added par. (2).

Subsec. (p). Pub. L. 97-375, Sec. 201(b), substituted provisions
requi ring annual subm ssion of a report by the President to the
Speaker of the House and President pro tenpore of the Senate
relating to the Director of the Ofice of Managenent and Budget,

i ndi vidual rights of access, changes or additions to systens of
records, and other necessary or useful information, for provisions
whi ch had directed the President to subnmit to the Speaker of the
House and the President of the Senate, by June 30 of each cal endar
year, a consolidated report, separately listing for each Federa
agency the nunber of records contained in any system of records
whi ch were exenpted fromthe application of this section under the
provi sions of subsections (j) and (k) of this section during the
precedi ng cal endar year, and the reasons for the exenptions, and
such other information as indicate efforts to adnminister fully this
section.

1975 - Subsec. (g)(5). Pub. L. 94-183 substituted 'to Septenber
27, 1975 for '"to the effective date of this section'

EFFECTI VE DATE OF 1988 AMENDVENT

Section 10 of Pub. L. 100-503, as anended by Pub. L. 101-56, Sec.
2, July 19, 1989, 103 Stat. 149, provided that:

‘(a) In General. - Except as provided in subsections (b) and (c),
the anmendnments nmade by this Act (anending this section and
repeal ing provisions set out as a note below) shall take effect 9
months after the date of enactment of this Act (Cct. 18, 1988).

'(b) Exceptions. - The anmendnent nade by sections 3(b), 6, 7, and
8 of this Act (amending this section and repealing provisions set
out as a note below) shall take effect upon enactnment.

"(c) Effective Date Del ayed for Existing Programs. - |In the case
of any matching program (as defined in section 552a(a)(8) of title
5, United States Code, as added by section 5 of this Act) in
operation before June 1, 1989, the amendnments nade by this Act
(other than the amendnents described in subsection (b)) shall take
ef fect January 1, 1990, if -

(1) such matching programis identified by an agency as being
in operation before June 1, 1989; and
"(2) such identificationis -
"(A) subnmitted by the agency to the Committee on Governnent al
Affairs of the Senate, the Conmittee on Governnent Operations
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of the House of Representatives, and the Ofice of Managenent
and Budget before August 1, 1989, in a report which contains a
schedul e showi ng the dates on which the agency expects to have
such matching programin conpliance with the amendnents nade by
this Act, and

"(B) published by the Ofice of Managenent and Budget in the
Federal Register, before Septenber 15, 1989.°

EFFECTI VE DATE OF 1984 AMENDMENT

Amendnment by Pub. L. 98-497 effective Apr. 1, 1985, see section
301 of Pub. L. 98-497, set out as a note under section 2102 of
Title 44, Public Printing and Docunents.

EFFECTI VE DATE

Section 8 of Pub. L. 93-579 provided that: 'The provisions of
this Act (enacting this section and provisions set out as notes
under this section) shall be effective on and after the date of
enactment (Dec. 31, 1974), except that the anmendnents nade by
sections 3 and 4 (enacting this section and anendi ng anal ysi s
precedi ng section 500 of this title) shall beconme effective 270
days followi ng the day on which this Act is enacted.'

SHORT TI TLE OF 1990 AMENDMENT

Section 7201(a) of Pub. L. 101-508 provided that: 'This section
(anending this section and enacting provisions set out as notes
bel ow) nmay be cited as the ' Conputer Matching and Privacy
Protection Anendnents of 1990'.

SHORT TI TLE OF 1989 AMENDMENT

Pub. L. 101-56, Sec. 1, July 19, 1989, 103 Stat. 149, provided
that: 'This Act (anending section 10 of Pub. L. 100-503, set out as
a note above) may be cited as the ' Conputer Matching and Privacy
Protection Act Anendnents of 1989'.

SHORT TI TLE OF 1988 AMENDMENT

Section 1 of Pub. L. 100-503 provided that: 'This Act (amending
this section, enacting provisions set out as notes above and bel ow,
and repeal ing provisions set out as a note below) nmay be cited as
the ' Conputer Matching and Privacy Protection Act of 1988'.

SHORT TI TLE

Section 1 of Pub. L. 93-579 provided: 'That this Act (enacting
this section and provisions set out as notes under this section)
may be cited as the 'Privacy Act of 1974'.

DELEGATI ON OF FUNCTI ONS

Functions of Director of Ofice of Managenent and Budget under
this section delegated to Administrator for Office of Information
and Regul atory Affairs by section 3 of Pub. L. 96-511, Dec. 11
1980, 94 Stat. 2825, set out as a note under section 3503 of Title
44, Public Printing and Documents.

PUBLI CATI ON OF GUI DANCE UNDER SUBSECTI ON (P) (1) (A) (11)

Section 7201(b)(2) of Pub. L. 101-508 provided that: 'Not |ater
than 90 days after the date of the enactment of this Act (Nov. 5,
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1990), the Director of the Ofice of Managenent and Budget shal
publ i sh gui dance under subsection (p)(1)(A)(ii) of section 552a of
title 5, United States Code, as anmended by this Act.

LI M TATI ON ON APPLI CATI ON OF VERI FI CATI ON REQUI REMENT

Section 7201(c) of Pub. L. 101-508 provided that: 'Section
552a(p) (1) (A (ii)(Il) of title 5 United States Code, as anmended by
section 2 (probably means section 7201(b)(1) of Pub. L. 101-508),
shall not apply to a programreferred to in paragraph (1), (2), or
(4) of section 1137(b) of the Social Security Act (42 U.S. C
1320b-7), until the earlier of -

"(1) the date on which the Data Integrity Board of the Federa
agency which adm nisters that programdeternmines that there is
not a high degree of confidence that information provided by that
agency under Federal matching prograns is accurate; or

"(2) 30 days after the date of publication of guidance under
section 2(b) (probably nmeans section 7201(b)(2) of Pub. L.
101-508, set out as a note above).'

EFFECTI VE DATE DELAYED FOR CERTAI N EDUCATI ON BENEFI TS COVPUTER
MATCHI NG PROGRAMS

Pub. L. 101-366, title Il, Sec. 206(d), Aug. 15, 1990, 104 Stat.
442, provided that:

"(1) In the case of conputer matching prograns between the
Department of Veterans Affairs and the Department of Defense in the
adm ni stration of education benefits prograns under chapters 30 and
32 of title 38 and chapter 106 of title 10, United States Code, the
anmendnments made to section 552a of title 5, United States Code, by
the Conputer Mtching and Privacy Protection Act of 1988 (Pub. L.
100-503) (other than the anendnments nade by section 10(b) of that
Act) (see Effective Date of 1988 Anendment note above) shall take
effect on Cctober 1, 1990.

'(2) For purposes of this subsection, the term' matching program
has the sane neaning provided in section 552a(a)(8) of title 5,
United States Code.'

| MPLEMENTATI ON GUI DANCE FCOR 1988 AMENDMENTS

Section 6(b) of Pub. L. 100-503 provided that: 'The Director
shal |, pursuant to section 552a(v) of title 5, United States Code,
devel op gui delines and regul ations for the use of agencies in
i mpl ementing the anmendnents nade by this Act (amending this section
and repealing provisions set out as a note below) not later than 8
months after the date of enactment of this Act (Cct. 18, 1988)."°

CONSTRUCTI ON OF 1988 AMENDMENTS

Section 9 of Pub. L. 100-503 provided that: 'Nothing in the
anmendnents made by this Act (anending this section and repealing
provi sions set out as a note below) shall be construed to authorize

"(1) the establishnment or maintenance by any agency of a

nati onal data bank that conbines, nerges, or links information on

i ndividuals maintained in systens of records by other Federa

agenci es;

"(2) the direct linking of conputerized systenms of records

mai nt ai ned by Federal agencies;

"(3) the conputer matching of records not otherw se authorized
by law, or
"(4) the disclosure of records for conputer matching except to
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a Federal, State, or |ocal agency.'
CONGRESSI ONAL FI NDI NGS AND STATEMENT OF PURPOSE

Section 2 of Pub. L. 93-579 provided that:
'(a) The Congress finds that -

"(1) the privacy of an individual is directly affected by the
col l ection, maintenance, use, and di ssenination of persona
i nformati on by Federal agencies;

'(2) the increasing use of conputers and sophisticated
i nformati on technol ogy, while essential to the efficient
operations of the Governnent, has greatly magnified the harmto
i ndi vi dual privacy that can occur fromany collection,
mai nt enance, use, or dissem nation of personal information;

"(3) the opportunities for an individual to secure enpl oynent,
i nsurance, and credit, and his right to due process, and ot her
| egal protections are endangered by the m suse of certain
i nformati on systens;

"(4) the right to privacy is a personal and fundanental right
protected by the Constitution of the United States; and

"(5) in order to protect the privacy of individuals identified
in information systens maintai ned by Federal agencies, it is
necessary and proper for the Congress to regulate the collection,
mai nt enance, use, and dissem nation of information by such
agenci es.

"(b) The purpose of this Act (enacting this section and
provi sions set out as notes under this section) is to provide
certain safeguards for an individual against an invasion of
personal privacy by requiring Federal agencies, except as otherw se
provided by law, to -

(1) permt an individual to determ ne what records pertaining
to himare collected, maintained, used, or dissem nated by such
agenci es;

'(2) permt an individual to prevent records pertaining to him
obt ai ned by such agencies for a particul ar purpose from being
used or nmmde avail able for another purpose wi thout his consent;

'"(3) permt an individual to gain access to information
pertaining to himin Federal agency records, to have a copy nade
of all or any portion thereof, and to correct or amend such
records;

"(4) collect, maintain, use, or disseninate any record of
identifiable personal information in a manner that assures that
such action is for a necessary and | awful purpose, that the
information is current and accurate for its intended use, and
that adequate safeguards are provided to prevent m suse of such
i nformation;

"(5) permt exenptions fromthe requirenents with respect to
records provided in this Act only in those cases where there is
an inportant public policy need for such exenption as has been
determ ned by specific statutory authority; and

"(6) be subject to civil suit for any damages which occur as a
result of willful or intentional action which violates any
i ndividual's rights under this Act.

PRI VACY PROTECTI ON STUDY COWM SSI ON

Section 5 of Pub. L. 93-579, as anended by Pub. L. 95-38, June 1
1977, 91 Stat. 179, which established the Privacy Protection Study
Conmi ssion and provided that the Conmmi ssion study data banks,
aut omat ed data processing prograns and information systens of
governnental , regional and private organi zations to determ ne
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standards and procedures in force for protection of persona

i nformati on, that the Conm ssion report to the President and
Congress the extent to which requirements and principles of section
552a of title 5 should be applied to the information practices of
those organi zations, and that it nake other |egislative
recommendations to protect the privacy of individuals while neeting
the legitimate informati onal needs of government and society,
ceased to exist on Septenber 30, 1977, pursuant to section 5(g) of
Pub. L. 93-579.

GUI DELI NES AND REGULATI ONS FOR MAI NTENANCE OF PRI VACY AND
PROTECTI ON OF RECCORDS COF | NDI VI DUALS

Section 6 of Pub. L. 93-579, which provided that the O fice of
Managenent and Budget shall devel op guidelines and regul ations for
use of agencies in inplenenting provisions of this section and
provi de continuing assistance to and oversi ght of the
i npl ementation of the provisions of such section by agencies, was
repeal ed by Pub. L. 100-503, Sec. 6(c), Cct. 18, 1988, 102 Stat.
2513.

DI SCLOSURE OF SOCI AL SECURI TY NUMBER

Section 7 of Pub. L. 93-579 provided that:

"(a)(1l) It shall be unlawful for any Federal, State or |oca
governnent agency to deny to any individual any right, benefit, or
privil ege provided by | aw because of such individual's refusal to
di scl ose his social security account nunber.

'(2) the (The) provisions of paragraph (1) of this subsection
shall not apply with respect to -

"(A) any disclosure which is required by Federal statute, or
"(B) the disclosure of a social security nunber to any Federal,

State, or local agency maintaining a systemof records in

exi stence and operating before January 1, 1975, if such

di scl osure was required under statute or regul ati on adopted prior

to such date to verify the identity of an individual

"(b) Any Federal, State, or |ocal government agency which
requests an individual to disclose his social security account

nunber shall informthat individual whether that disclosure is
mandat ory or voluntary, by what statutory or other authority such
nunber is solicited, and what uses will be made of it.
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